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System 300S General

About this manual

1 General

1.1 About this manual
Objective and contents This manual describes the CP 341-1CHO1 of the System 300S from Yaskawa.

It describes the structure, configuration and application.
B The manual is targeted at users with good basic knowledge in automation technology.

®  The manual does not replace sufficient basic knowledge of automation technology or
sufficient familiarity with the specific product.

B The manual consists of chapters. Each chapter describes a completed topic.
For guidance, the manual provides:
- An overall table of contents at the beginning of the manual
- References with pages numbers

Validity of the documentation

Product Order number as of version:
CP 341 RS422/485 341-1CHO1 CP-HW: 01 CP-FW: V1.3.1
Documentation In the context of the use of the pertinent Yaskawa product, the manual is to be made

accessible to the pertinent qualified personnel in:
Project engineering

Installation department

Commissioning

Operation

Icons and headings Important passages in the text are highlighted by following icons and headings:

DANGER
Immediate or likely danger. Personal injury is possible.

CAUTION
Damages to property is likely if these warnings are not heeded.

O
ﬂ. Supplementary information and useful tips.
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Copyright © YASKAWA Europe GmbH

1.2  Copyright © YASKAWA Europe GmbH

All rights reserved

Download Center

Trademarks

General terms of use

Terminology ‘Master’ and
‘Slave’ as technical terms

This document contains protected information of Yaskawa and may not be disclosed or
used outside of an agreement made in advance with Yaskawa and only in accordance
with that agreement.

This document is protected by copyright laws. Reproduction, distribution, or modification
of this document or excerpts thereof is not permitted without the written consent of
Yaskawa and the owner of this document, except in accordance with applicable agree-
ments, contracts or licenses.

For permission to reproduce or distribute, please contact: YASKAWA Europe GmbH,
European Headquarters, Philipp-Reis-Str. 6, 65795 Hattersheim, Germany

Tel.: +49 6196 569 300

Fax.: +49 6196 569 398
E-mail: info@yaskawa.eu
Internet: www.yaskawa.eu.com

By entering the product order number in the ‘Download Center’ at www.yaskawa.eu.com,
the pertinent manuals, data sheets, declarations of conformity, certificates and other
helpful information for your product can be found.

VIPA, SLIO, System 300S and SPEEDY are registered trademarks of YASKAWA Europe
GmbH.

SIMATIC, STEP, TIA Portal, S7-300 and S7-400 are registered trademarks of Siemens
AG.

All Microsoft Windows, Office and Server products mentioned are registered trademarks
of Microsoft Inc., USA.

All other trademarks, logos and service or product marks specified herein are owned by
their respective companies.

Every effort was made by Yaskawa to ensure that the information contained in this docu-
ment was complete and correct at the time of publication. Nevertheless, the information
contained therein is only owed by Yaskawa as it is available at Yaskawa. Correctness is
not assured by Yaskawa, the right to change the information contained herein is always
reserved by Yaskawa. There is no obligation to inform the customer of any changes.
The customer is requested to actively keep this documentation up to date. The use of
the products covered by these instructions, together with the associated documentation,
is always at the customer's own risk, in accordance with the applicable guidelines and
standards. This documentation describes the hardware and software components and
functions of the product. It is possible that units are described which the customer does
not have. The exact scope of delivery is described in the respective purchase contract.

The terms ‘Master’ and ‘Slave’ were established in many technical areas decades ago
and are used in a clearly defined way, which is independent of their historical meaning.

In this manual, the terms ‘Master’ and ‘Slave’ are used in a purely functional and non-
judgemental way. These terms are well established in numerous international regulations,
standards and documentations. Switching to alternative terms could lead to misunder-
standings and ambiguities in application.

We continue to use the terms ‘Master’ and ‘Slave’, but are aware of their origins and are
committed to reflective, non-discriminatory communication.
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System 300S General

Safety instructions

Document support Contact your local representative of YASKAWA Europe GmbH if you have errors or ques-
tions regarding the content of this document. You can reach YASKAWA Europe GmbH via
the following contact:

Email: Documentation.HER@yaskawa.eu

Technical support Contact your local representative of YASKAWA Europe GmbH if you encounter problems
or have questions regarding the product. If such a location is not available, you can reach
the Yaskawa customer service via the following contact:

YASKAWA Europe GmbH,

European Headquarters, Philipp-Reis-Str. 6, 65795 Hattersheim, Germany
Tel.: +49 6196 569 500 (hotline)

Email: support@yaskawa.eu

1.3  Safety instructions

General safety instructions DANGER
Danger to life due to non-compliance with safety instructions

Non-compliance with the safety instructions in the manual can result in
serious injury or death. The manufacturer is not responsible for any injuries or
damage to the equipment.

CAUTION
Before commissioning and operating the components described in this
manual, it is essential to note the following:

— Modifications to the automation system must only be done in a voltage-
free state!
— Connection and modification only by trained electricians

- National regulations and guidelines in the respective country of use must
be observed and complied with (installation, protective measures, EMC,
etc.)
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Safety instructions

Intended use

It is the customer's responsibility to comply with all pertinent standards, codes, or
regulations applicable to the use of the product, including those that apply when the
Yaskawa product is used in combination with other products.

The customer must confirm that the Yaskawa product is suitable for the customer's
plant, machinery and equipment.

If the Yaskawa product is used in a manner not specified by this manual, the protec-
tion provided by the Yaskawa product may be impaired and the use may result in
material or immaterial damage.

Contact Yaskawa to determine whether use is permitted in the following applications.
If the use in the respective application is permissible, the Yaskawa product is to

be used by considering additional risk assessments and specifications, and safety
measures are to be provided to minimise the dangers in the event of a fault. Special
caution is required and protective measures must be taken in the case of:

- Outdoor use, use with possible chemical contamination or electrical interference,
or use under conditions or in environments which are not described in product
catalogs or manuals.

- Nuclear control systems, combustion systems, railway systems, aviation systems,
automotive systems, medical devices, amusement machines and equipment that is
specifically regulated by industry or government.

- Systems, machines and devices that can pose a risk to life or property.

- Systems that require a high degree of reliability, such as gas, water or electricity
supply systems or systems that operate 24 hours a day.

- Other systems that require a similarly high level of security.

Never use the Yaskawa product in an application where failure of the product could
cause serious danger to life, limb, health or property without first ensuring that the
system is designed to provide the required level of safety with risk warnings and
redundancy to avoid the realisation of such dangers and that the Yaskawa product is
properly designed and installed.

The connection examples and other application examples described in the product
catalogs and manuals of Yaskawa are for reference purposes. Check the functionality
and safety of the devices and systems actually to be used before using the Yaskawa
product.

To avoid accidental harm to third parties, read and understand all prohibitions on use
and precautions, and operate the Yaskawa product correctly.
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General

Field of application

Disclaimer

Disposal

Safety instructions

B The Yaskawa product is not suited for use in life-support machines or systems.

B Please contact your Yaskawa representative or Yaskawa distributor if considering the
use of the Yaskawa product for special purposes, such as machines or systems used
in passenger cars, in medical, aircraft and aerospace applications, for power supply of
networks, for electrical power distribution or for underwater applications.

DANGER
The device is not permitted for use

— in explosive environments (EX zone)

The system is designed and manufactured for proper use and use in accordance with the
user manual and is designed for:

Communication and process control

general control and automation tasks

for industrial use

operation within the environmental conditions specified in the technical data
installation in a cabinet

DANGER

If this Yaskawa product is used in applications where failure of the device can
result in the loss of human life, a serious accident or physical injury, you must
install appropriate safety devices.

— Death or serious injury can result if you do not install the safety devices
properly.

(1) The contractual and legal liability of Yaskawa and the legal representatives and vicar-
ious agents of Yaskawa for compensation and reimbursement of expenses in relation to
the content of this documentation is excluded or limited as follows:

a) For slightly negligent breaches of Essential Contractual Duties arising from the con-
tractual obligation, for Yaskawa the amount of liability is limited to the foreseeable
damage typical for the contract. ‘Essential Contractual Duties’ are those duties that
characterise the performance of the contract and on which the Yaskawa customer may
reasonably rely.

(b) In each case, Yaskawa is not liable for (i) the slightly negligent breach of duties arising
from the duties that are not Essential Contractual Duties, as well as (ii) force majeure,

i.e. external events that have no operational connection and cannot be averted even by
exercising the utmost care that can reasonably be expected.

(2) The aforementioned limitation of liability does not apply (i) in cases of mandatory
statutory liability (in particular under the product liability law), (ii) if and to the extent that
Yaskawa has assumed a guarantee or same as guaranteed procurement risk according
to § 276 BGB, (iii) for culpably caused injuries to life, limb and/or health, also by repre-
sentatives or vicarious agents, as well as (iv) in case of delay in the event of a fixed
completion date.

(3) A reversal of the burden of proof is not associated with the provisions above.

National rules and regulations apply to the disposal of the unit!
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Safety notes for the user

2 Basics

2.1  Safety notes for the user

Handling of electrostatic
sensitive modules

Shipping of modules

Measurements and altera-
tions on electrostatic sensi-
tive modules

The modules make use of highly integrated components in MOS-Technology. These
components are extremely sensitive to over-voltages that can occur during electrostatic
discharges. The following symbol is attached to modules that can be destroyed by elec-
trostatic discharges.

The Symbol is located on the module, the module rack or on packing material and it
indicates the presence of electrostatic sensitive equipment. It is possible that electrostatic
sensitive equipment is destroyed by energies and voltages that are far less than the
human threshold of perception. These voltages can occur where persons do not dis-
charge themselves before handling electrostatic sensitive modules and they can damage
components thereby, causing the module to become inoperable or unusable. Modules
that have been damaged by electrostatic discharges can fail after a temperature change,
mechanical shock or changes in the electrical load. Only the consequent implementation
of protection devices and meticulous attention to the applicable rules and regulations for
handling the respective equipment can prevent failures of electrostatic sensitive modules.

Modules must be shipped in the original packing material.

When you are conducting measurements on electrostatic sensitive modules you should
take the following precautions:

B Floating instruments must be discharged before use.
B Instruments must be grounded.

Modifying electrostatic sensitive modules you should only use soldering irons with
grounded tips.
CAUTION

Personnel and instruments should be grounded when working on electrostatic
sensitive modules.

10
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Basics

Basics - ISO/OSI reference model

2.2 Basics - ISO/OSI reference model

Overview

Layer 1 - Bit communication
layer (physical layer)

Layer 2 - Security layer
(data link layer)

Layer 3 - Network layer

Layer 4 - Transport layer

The ISO/OSI reference model is based on a proposal that was developed by the Inter-
national Standards Organization (ISO). This represents the first step towards an interna-
tional standard for the different protocols. It is referred to as the ISO-OSI layer model.
OSl is the abbreviation for Open System Interconnection, the communication between
open systems. The ISO/OSI reference model does not represent a network architecture
as it does not define the services and protocols used by the different layers. The model
simply specifies the tasks that the different layers must perform. All current communica-
tion systems are based on the ISO/OSI reference model, which is defined by the ISO
7498 standard. The reference model structures communication systems into 7 layers that
cover different communication tasks. In this manner the complexity of the communication
between different systems is divided amongst different layers to simplify the task.

The following layers have been defined:
Layer 7 - Application Layer

Layer 6 - Presentation Layer

Layer 5 - Session Layer

Layer 4 - Transport Layer

Layer 3 - Network Layer

Layer 2 - Data Link Layer

Layer 1- Physical Layer

Depending on the complexity and the requirements of the communication mechanisms a
communication system may use a subset of these layers.

The bit communication layer (physical layer) is concerned with the transfer of data bits
via the communication channel. This layer is therefore responsible for the mechanical,
electrical and the procedural interfaces and the physical communication medium located
below the bit communication layer:

B Which voltage represents a logical 0 ora 1?
B The minimum time the voltage is present to be recognized as a bit.
B The pin assignment of the respective interface.

This layer performs error-checking functions for bit strings transferred between two com-
municating partners. This includes the recognition and correction or flagging of communi-
cation errors and flow control functions. The security layer (data link layer) converts raw
communication data into a sequence of frames. This is where frame limits are inserted on
the transmitting side and where the receiving side detects them. These limits consist of
special bit patterns that are inserted at the beginning and at the end of every frame. The
security layer often also incorporates flow control and error detection functions. The data
security layer is divided into two sub-levels, the LLC and the MAC level. The MAC (Media
Access Control) is the lower level and controls how senders are sharing a single transmit
channel. The LLC (Logical Link Control) is the upper level that establishes the connection
for transferring the data frames from one device into the other.

The network layer is an agency layer. Business of this layer is to control the exchange

of binary data between stations that are not directly connected. It is responsible for the
logical connections of layer 2 communications. Layer 3 supports the identification of

the single network addresses and the establishing and disconnecting of logical communi-
cation channels. Additionally, layer 3 manages the prior transfer of data and the error
processing of data packets. IP (Internet Protocol) is based on Layer 3.

Layer 4 connects the network structures with the structures of the higher levels by
dividing the messages of higher layers into segments and passes them on to the net-
work layer. Hereby, the transport layer converts the transport addresses into network
addresses. Common transport protocols are: TCP, SPX, NWLink and NetBEUI.
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Layer 5 - Session layer

Layer 6 - Presentation layer

Layer 7 - Application layer

23 CP 341-1CHO1

The session layer is also called the communication control layer. It relieves the commu-
nication between service deliverer and the requestor by establishing and holding the
connection if the transport system has a short time fail out. At this layer, logical users
may communicate via several connections at the same time. If the transport system fails,
a new connection is established if needed. Additionally this layer provides methods for
control and synchronization tasks.

This layer manages the presentation of the messages, when different network systems
are using different representations of data. Layer 6 converts the data into a format that
is acceptable for both communication partners. Here compression/decompression and
encrypting/decrypting tasks are processed. This layer is also called interpreter. A typical
use of this layer is the terminal emulation.

The application layer is the link between the user application and the network. The tasks
of the application layer include the network services like file, print, message, data base
and application services as well as the according rules. This layer is composed from a
series of protocols that are permanently expanded following the increasing needs of the
user.

Dimensions/ Weight Dimensions of the basic enclosure:
®  1tier width: (WxHxD) in mm: 40x125x120
Compatibility B The CP 341-1CHO01 is compatible to the Siemens CP 341 (6ES7 341-1CHO1-0AEQ).
®m The CP is configured in the Siemens SIMATIC Manager.
12 HB130 | CP | 341-1CHO01 | en | 26-10
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Basics

24 General data

Conformity and approval
Conformity
CE

Approval
UL
others
RoHS

2014/35/EU
2014/30/EU

2011/65/EU

Protection of persons and device protection

Type of protection

Electrical isolation

to the field bus

to the process level

Insulation resistance

Insulation voltage to reference earth
Inputs / outputs

Protective measures

Environmental conditions to EN 61131-2

Climatic

Storage / transport
Operation

Horizontal installation hanging
Horizontal installation lying
Vertical installation

Air humidity

Pollution

Installation altitude max.
Mechanical

Oscillation

Shock

Mounting conditions
Mounting place
Mounting position

EN 60068-2-14

EN 61131-2
EN 61131-2
EN 61131-2
EN 60068-2-30
EN 61131-2

EN 60068-2-6
EN 60068-2-27

General data

Low-voltage directive
EMC directive

Refer to Technical data

Restriction of the use of certain hazardous substances in

electrical and electronic equipment

IP20

electrically isolated
electrically isolated

AC / DC 50V, test voltage AC 500V
against short circuit

-25...470°C

0...+60°C

0...+40°C

0...+40°C

RH1 (without condensation, rel. humidity 10...95%)
Degree of pollution 2

2000m

19, 9Hz ... 150Hz
15g, 11ms

In the control cabinet
Horizontal and vertical

HB130 | CP | 341-1CHO01 | en | 26-10
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General data > Use in difficult operating conditions

EMC Standard Comment

Emitted interference EN 61000-6-4 Class A (Industrial area)
Noise immunity EN 61000-6-2 Industrial area

zone B EN 61000-4-2 ESD

8kV at air discharge (degree of severity 3),

4kV at contact discharge (degree of severity 2)
EN 61000-4-3 HF field immunity (casing)

80MHz ... 1000MHz, 10V/m, 80% AM (1kHz)
1.4GHz ... 2.0GHz, 3V/m, 80% AM (1kHz)
2GHz ... 2.7GHz, 1V/m, 80% AM (1kHz)

EN 61000-4-6 HF conducted

150kHz ... 80MHz, 10V, 80% AM (1kHz)
EN 61000-4-4 Burst, degree of severity 3
EN 61000-4-5 Surge, degree of severity 3 *

") Due to the high-energetic single pulses with Surge an appropriate external protective circuit with lightning protection
elements like conductors for lightning and overvoltage is necessary.

241 Use in difficult operating conditions

Without additional protective measures, the products must not be used in
locations with difficult operating conditions; e.g. due to:
ﬂv - dust generation
— chemically active substances (corrosive vapors or gases)
— strong electric or magnetic fields

14 HB130 | CP | 341-1CHO1 | en | 26-10
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Assembly standard bus

3 Assembly and installation guidelines

3.1 Installation dimensions

Dimensions Basic enclosure  1tier width (WxHxD) in mm: 40 x 125 x 120

Dimensions
£
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Installation dimensions -~ 4o5mm
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3.2 Assembly standard bus

General The single modules are directly installed on a profile rail and connected via the back-
plane bus connector. Before installing the modules you have to clip the backplane bus
connector to the module from the backside. The backplane bus connector is delivered
together with the peripheral modules.
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Assembly standard bus

Profile rail Order number A B C
390-1AB60 160 140 10
390-1AE80 482 466 8.3
390-1AF30 530 500 15
390-1AJ30 830 800 15
390-9BC00* 2000 Drillings only left 15

*) Unit pack: 10 pieces

Measures in mm

325 // ES

70 +ﬁ<
M6 B

572 | 10 B |122

—O / @%:7
5 | Slisle

—»C < g

Bus connector For the communication between the modules the System 300S uses a backplane bus

- connector. Backplane bus connectors are included in the delivering of the peripheral
modules and are clipped at the module from the backside before installing it to the profile
rail.

B

TT I T T I TT

O
Assembly possibilities
© @) Please regard the allowed environment temperatures:
- - 1 horizontal assembly: from 0 to 60°C
il - ] 2 vertical assembly: from 0 to 40°C
- 3 lying assembly: from 0 to 40°C
@ =
7o Y[
Approach If you do not deploy SPEED-Bus modules, the assembly happens with the following
approach:
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Assembly and installation guidelines

1.,
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BCC OO

Assembly standard bus

Bolt the profile rail with the background (screw size: M6), so that you still have
minimum 65mm space above and 40mm below the profile rail.

If the background is a grounded metal or device plate, please look for a low-impe-
dance connection between profile rail and background.

Connect the profile rail with the protected earth conductor. For this purpose there is
a bolt with M6-thread.

The minimum cross-section of the cable to the protected earth conductor has to be
10mmz2.

Stick the power supply to the profile rail and pull it to the left side to the grounding
bolt of the profile rail.

Fix the power supply by screwing.

Take a backplane bus connector and click it at the CPU from the backside like
shown in the picture.

Stick the CPU to the profile rail right from the power supply and pull it to the power
supply.

Click the CPU downwards and bolt it like shown.

Repeat this procedure with the peripheral modules, by clicking a backplane bus
connector, stick the module right from the modules you've already fixed, click it

downwards and connect it with the backplane bus connector of the last module and
bolt it.

HB130 | CP | 341-1CHO01 | en | 26-10
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Industrial security and installation guidelines > Industrial security in information technology

3.3 Industrial security and installation guidelines

3.3.1 Industrial security in information technology

Latest version This chapter can also be found as a guide ‘Industrial IT Security’ in the ‘Download Center’
of www.yaskawa.eu.com

Hazards The topic of data security and access protection has become increasingly important in
the industrial environment. The increased networking of entire industrial systems to the
network levels within the company together with the functions of remote maintenance
have all served to increase vulnerability. Hazards can arise from:

® |nternal manipulation such as technical errors, operating and program errors and
deliberate program or data manipulation.
External manipulation such as software viruses, worms and trojans.
Human carelessness such as password phishing.

Precautions The most important precautions to prevent manipulation and loss of data security in the
industrial environment are:

Encrypting the data traffic by means of certificates.

Filtering and inspection of the traffic by means of VPN - "Virtual Private Networks".

Identification of the user by "Authentication” via save channels.

Segmenting in protected automation cells, so that only devices in the same group can
exchange data.

® Deactivation of unnecessary hardware and software.

Further Information You can find more information about the measures on the following websites:

B Federal Office for Information Technology = www.bsi.bund.de
m  Cybersecurity & Infrastructure Security Agency = us-cert.cisa.gov
m VDI / VDE Society for Measurement and Automation Technology = www.vdi.de

18 HB130 | CP | 341-1CHO1 | en | 26-10
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Industrial security and installation guidelines > Industrial security in information technology

3.3.11 Protection of hardware and applications

Precautions ]

Do not integrate any components or systems into public networks.

- Use VPN "Virtual Private Networks" for use in public networks. This allows you to
control and filter the data traffic accordingly.

Always keep your system up-to-date.

- Always use the latest firmware version for all devices.

- Update your user software regularly.

Protect your systems with a firewall.

- The firewall protects your infrastructure internally and externally.

- This allows you to segment your network and isolate entire areas.
Secure access to your plants via user accounts.

- If possible, use a central user management system.

- Create a user account for each user for whom authorization is essential.
- Always keep user accounts up-to-date and deactivate unused user accounts.
Secure access to your plants via secure passwords.

- Change the password of a standard login after the first start.

- Use strong passwords consisting of upper/lower case, numbers and special char-
acters. The use of a password generator or manager is recommended.

- Change the passwords according to the rules and guidelines that apply to your
application.

Deactivate inactive communication ports respectively protocols.

- Only the communication ports that are used for communication should be acti-
vated.

- Only the communication protocols that are used for communication should be
activated.

Consider possible defence strategies when planning and securing the system.

- The isolation of components alone is not sufficient for comprehensive protection.
An overall concept is to be drawn up here, which also provides defensive meas-
ures in the event of a cyber attack.

- Periodically carry out threat assessments. Among others, a comparison is made
here between the protective measures taken and those required.

Limit the use of external storage media.

- Via external storage media such as USB memory sticks or SD memory cards,
malware can get directly into a system while bypassing a firewall.

- External storage media or their slots must be protected against unauthorized phys-
ical access, e.g. by using a lockable control cabinet.

- Make sure that only authorized persons have access.
- When disposing of storage media, make sure that they are safely destroyed.
Use secure access paths such as HTTPS or VPN for remote access to your plant.

Enable security-related event logging in accordance with the applicable security policy
and legal requirements for data protection.

HB130 | CP | 341-1CHO1 | en | 26-10 19
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Industrial security and installation guidelines > Installation guidelines

3.31.2 Protection of PC-based software

Precautions

Since PC-based software is used for programming, configuration and monitoring, it can
also be used to manipulate entire systems or individual components. Particular caution is
required here!
®  Use user accounts on your PC systems.

- If possible, use a central user management system.

- Create a user account for each user for whom authorization is essential.

- Always keep user accounts up-to-date and deactivate unused user accounts.
® Protect your PC systems with secure passwords.

- Change the password of a standard login after the first start.

- Use strong passwords consisting of upper/lower case, numbers and special
characters. The use of a password generator or manager is recommended.

- Change the passwords according to the rules and guidelines that apply to your
application.

®m Enable security-related event logging in accordance with the applicable security policy
and legal requirements for data protection.

®  Protect your PC systems by security software.

- Install virus scanners on your PC systems to identify viruses, trojans and other
malware.

- Install software that can detect phishing attacks and actively prevent them.
E  Always keep your software up-to-date.

- Update your operating system regularly.

- Update your software regularly.
®  Make regular backups and store the media at a safe place.

Regularly restart your PC systems. Only boot from storage media that are protected
against manipulation.

Use encryption systems on your storage media.

Perform security assessments regularly to reduce the risk of manipulation.
Use only data and software from approved sources.

Uninstall software which is not used.

Disable unused services.

Activate a password-protected screen lock on your PC systems.

Always lock your PC systems as soon as you leave your PC workstation.

Do not click any links that come from unknown sources. If necessary ask, e.g. on
e-mails.

® Use secure access paths such as HTTPS or VPN for remote access to your PC
system.

3.3.2 Installation guidelines

General

What does EMC mean?

The installation guidelines contain information about the interference free deployment of
a PLC system. There is the description of the ways, interference may occur in your PLC,
how you can make sure the electromagnetic compatibility (EMC), and how you manage
the isolation.

Electromagnetic compatibility (EMC) means the ability of an electrical device, to function
error free in an electromagnetic environment without being interfered respectively without
interfering the environment.

The components are developed for the deployment in industrial environments and meets
high demands on the EMC. Nevertheless you should project an EMC planning before
installing the components and take conceivable interference causes into account.
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Possible interference
causes

Basic rules for EMC

Industrial security and installation guidelines > Installation guidelines

Electromagnetic interferences may interfere your control via different ways:

Electromagnetic fields (RF coupling)
Magnetic fields with power frequency
Bus system

Power supply

Protected ground conductor

Depending on the spreading medium (lead bound or lead free) and the distance to the
interference cause, interferences to your control occur by means of different coupling
mechanisms.

There are:

galvanic coupling
capacitive coupling
inductive coupling
radiant coupling

In the most times it is enough to take care of some elementary rules to guarantee the
EMC. Please regard the following basic rules when installing your PLC.

Take care of a correct area-wide grounding of the inactive metal parts when installing
your components.

- Connect all inactive metal extensive and impedance-low.

- Please try not to use aluminium parts. Aluminium is easily oxidizing and is there-
fore less suitable for grounding.

When cabling, take care of the correct line routing.

- Organize your cabling in line groups (high voltage, current supply, signal and data
lines).

- Always lay your high voltage lines and signal respectively data lines in separate
channels or bundles.

- Route the signal and data lines as near as possible beside ground areas (e.qg.
suspension bars, metal rails, tin cabinet).

Proof the correct fixing of the lead isolation.
- Data lines must be shielded.

- Analog lines must be shielded. When transmitting signals with small amplitudes the
one sided laying of the isolation may be favourable.

- Cables for frequency inverters, servo and stepper motors must be shielded.

- Lay the line isolation extensively on an isolation/protected ground conductor rail
directly after the cabinet entry and fix the isolation with cable clamps.

- Make sure that the isolation/protected ground conductor rail is connected impe-
dance-low with the cabinet.

- Use metallic or metallised plug cases for isolated data lines.
In special use cases you should appoint special EMC actions.

- Consider to wire all inductivities with erase links.

- Please consider luminescent lamps can influence signal lines.

Create a homogeneous reference potential and ground all electrical operating supplies
when possible.

- Please take care for the targeted employment of the grounding actions. The
grounding of the PLC serves for protection and functionality activity.

- Connect installation parts and cabinets with your PLC in star topology with the
isolation/protected ground conductor system. So you avoid ground loops.

- If there are potential differences between installation parts and cabinets, lay suffi-
ciently dimensioned potential compensation lines.
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Industrial security and installation guidelines > Installation guidelines

Isolation of conductors

Electrical, magnetically and electromagnetic interference fields are weakened by means
of an isolation, one talks of absorption. Via the isolation rail, that is connected conductive
with the rack, interference currents are shunt via cable isolation to the ground. Here you
have to make sure, that the connection to the protected ground conductor is impedance-
low, because otherwise the interference currents may appear as interference cause.

When isolating cables you have to regard the following:

If possible, use only cables with isolation tangle.
The hiding power of the isolation should be higher than 80%.

Normally you should always lay the isolation of cables on both sides. Only by means
of the both-sided connection of the isolation you achieve high quality interference
suppression in the higher frequency area. Only as exception you may also lay the
isolation one-sided. Then you only achieve the absorption of the lower frequencies. A
one-sided isolation connection may be convenient, if:

- the conduction of a potential compensating line is not possible.
- analog signals (some mV respectively yA) are transferred.
- foil isolations (static isolations) are used.

With data lines always use metallic or metallised plugs for serial couplings. Fix the
isolation of the data line at the plug rack. Do not lay the isolation on the PIN 1 of the
plug bar!

At stationary operation it is convenient to strip the insulated cable interruption free and
lay it on the isolation/protected ground conductor line.

To fix the isolation tangles use cable clamps out of metal. The clamps must clasp the
isolation extensively and have well contact.

Lay the isolation on an isolation rail directly after the entry of the cable in the cabinet.

CAUTION
Please regard at installation!

At potential differences between the grounding points, there may be a com-
pensation current via the isolation connected at both sides.

Remedy: Potential compensation line

22
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Properties

4 Hardware description
4.1 Properties
CP 341 RS422/485 B RS422/485 interface isolated to back plane bus

Function compatibility to Siemens CP 341 (6ES7 341-1CH01-0AEOQ)

®  The following protocols are supported:

- ASCII

- 3964(R)

- Modbus Master ASCII / RTU (no hardware dongle necessary)

- Modbus Slave RTU (no hardware dongle necessary)

B Parameterization CP 341 via the parameterization package from Siemens

- CP 341: Point-to-Point is parameterized as of V 5.0

Up to 250 telegrams within the 1024byte sized receive and send buffer

Baud rate parameterizable up to 76.8kbit/s

Power supply via back plane bus
Order data
Type Order No Description
CP 341 RS422/485 341-1CHO1 CP 341 with RS422/485 interface

Protocols: ASCII, 3964(R), Modbus Master (ASCII / RTU),
Modbus Slave (RTU)
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Structure

4.2 Structure
CP 341-1CHO1

0000
(0¥ © 0 0 0 0 W)

RS422/485 interface

1 LED status indicators
The following components are under the front flap
2 RS422/485 interface

Pin compatible to Siemens CP 341 (6ES7 341-1CH01-0AEQ)
Logical conditions as voltage difference between 2 twisted lines
Serial bus connection
- Full-duplex: Four-wire operation (RS422)
- Half-duplex: Two-wire operation (RS485)
® Line length:
- 1200m at 19.2kbit/s
- 500m at 38.4kbit/s
- 250m at 76.8kbit/s
m Data transfer rate up to 76.8kbit/s

24
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X2: 9pin D-type jack

Isolated voltages P5V, M5V

RS485 cabling

AY

Pin Designation
n.c.

T(B)+

R(B)+

R(B)+ / T(B)+
4 RTS

W N -

M5V (GND_ISO)
P5V (+5V_ISO)
T(A)-

R(A)-

R(A)-/ T(A)-

9 n.c.

©® N O O

Input/Output
Output

Input
Input/Output
Output

Output
Output
Output
Input/Output
Input/Output

Structure

Description

Send data (four-wire)
Receive data (four-wire)
Receive/Send data (two-wire)
B Request to send:
- RTS "ON": CP ready to send
- RTS "OFF": CP is not sending
Ground isolated
5V isolated
Send data (four-wire)
Receive data (four-wire)
Receive/Send data (two-wire)

Never connect the shield of the cable with GND_ISO, as this could
ﬂ‘ destroy the interface!

Pin 6 (P5V) of the isolated interfaces carries the isolated 5V supply with the respective
ground GND on pin 5 (M5V). You may use this isolated voltage to provide defined static
voltage levels on the signaling lines by means of resistors and ensure that reflections are

reduced to a minimum.

CP 341 RS485 Periphery
7 T(A)-
Y ¢ an el
e 2/T@®)+ ’
Send Receive
8 IR(A)-
< ® . - ? o o |~
LI
3RB)* i i R
Receive v ° Send
5
GND_ISO o s (GND_ISO)
6
*SVISO —¢ s (+5V_ISO)
Shield Shield

1 In the case of cables > 50m you have to solder in a terminating resistor of approxi-
mately 330Q on the receiver for data free traffic.

O The protocol 3964(R) is not possible at two-wire operation.

)|
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Structure

RS422 cabling

Defined static voltage levels
by parameters

Wiring receiver

R(B) +
R(A) -

ov

L R(B) +

T

5V
5V

5

5 R@B)+

S s R(A)-
pt

ov

Power supply

CP 341 RS422

Receive

GND_ISO — ¢

+5V_ISO ——

Periphery
3 T(A)- ﬁ—b—.—a R(A)-
TE g RGBT
3‘ L Receive
RA- . T(A)-
0 1 ‘
RB* = TB*
M Send
> : ; & (GND_ISO)
i S & (+5V_ISO)
R 2 Shield

1 In the case of cables > 50m you have to solder in a terminating resistor of approxi-
mately 330Q on the receiver for data free traffic.

For a connection with minimum reflections and the wire-break recognition at RS422/485
operation, the lines may be preset with defined static voltage levels.

At the CP interface the wiring of the receiver is realized as follows:

At the CP interface the wiring of the receiver is realized as follows:

Parameter
None

(default value: not activated)

Parameter

Signal R(B) 0Volt
Signal R(A) 5Volt
(Break evaluation)

Parameter
Signal R(B) 5Volt

Signal R(A) 0Volt

(default value: not activated)

Description
No pre-assignment of the receiving lines.

This setting only makes sense with bus-capable special
drivers.

Description

With this pre-assignment break detection is possible at
full-duplex operation (RS422).

Description

This pre-assignment corresponds to the idle state (no
sender is activated) at half-duplex operation at RS485.
Here wire-break recognition is not possible.

The CP 341-1CHO01 gets its power supply via the back plane bus.

=~ ‘Technical data’...page 28
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Structure

LEDs The CP 341-1CHO01 carries a number of LEDs that are available for diagnostic purposes
on the bus and for displaying the local status. Dependent on the mode of operation these
give information according to the following pattern over the operating condition of the CP:

Name Color Description
PWR B green Indicates that power is available
SF B red Group alarm or re-parameterization in progress

®  Group alarm lights up at:
- Hardware fault
- Firmware error
- Parameterization error

- BREAK (receive cable between CP and communi-
cation partner becomes disconnected)

TxD Bl green B Transmit data flashes when the CP is sending user
data via the interface
RxD B green B Receive data flashes when the CP is receiving user
data via the interface
O Firmware update
ﬂ' — At the corresponding CP the LEDs SF. TxD and RxD are on during
firmware update.

— The firmware update is ready when TxD and RxD get off.
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Technical data

4.3 Technical data

Order no.

Type

SPEED-Bus

Current consumption/power loss
Current consumption from backplane bus
Power loss

Status information, alarms, diagnostics
Status display

Interrupts

Process alarm

Diagnostic interrupt

Diagnostic functions

Diagnostics information read-out
Supply voltage display

Group error display

Channel error display
Functionality Sub-D interfaces
Type

Type of interface

Connector

Electrically isolated

MPI

MP2l (MPI/RS232)
Point-to-point interface

5V DC Power supply

24V DC Power supply

Type

Type of interface
Connector

Electrically isolated

MPI

MP2l (MPI/RS232)
Point-to-point interface
5V DC Power supply

24V DC Power supply
Point-to-point communication
PtP communication
Interface isolated

RS232 interface

RS422 interface

RS485 interface
Connector

Transmission speed, min.
Transmission speed, max.
Cable length, max.
Point-to-point protocol

341-1CHO1
CP 341

160 mA
0.8 W

yes

no

no

yes, parameterizable
no

possible

yes

red SF LED

none

X2

RS422/485

Sub-D, 9-pin, female
v

v
max. 90mA, isolated

Sub-D, 9-pin, female
150 bit/s

76.8 kbit/s

1200 m
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Order no.

ASCII protocol
STX/ETX protocol
3964(R) protocol
RK512 protocol

USS master protocol
Modbus master protocol
Modbus slave protocol
Special protocols
Datasizes

Input bytes

Output bytes
Parameter bytes
Diagnostic bytes
Housing

Material

Mounting

Mechanical data
Dimensions (WxHxD)
Net weight

Weight including accessories

Gross weight
Environmental conditions
Operating temperature
Storage temperature
Certifications

UL certification

KC certification

UKCA certification
ChinaRoHS certification

341-1CHO1
v
v
v

AN

16
16
(16 + 106)
4

PPE
Rail System 300

40 mm x 125 mm x 120 mm
170 g

0°Cto60°C
-25°Cto 70 °C

yes
yes
yes

Technical data
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Fast introduction

5 Deployment

51 Fast introduction

Overview

Assembly and commis-
sioning

Hardware configuration

The integration of the CP into your SPS system should take place with the following
proceeding:

1.,
2.,

Assembly and commissioning
Hardware configuration (integration CP in CPU)
Protocol parameter via parameter plugin

Communication with the user program

Install your system 300 with a CPU 31x and the CP 341.

Wire the system by connecting cables for voltage supply, signals and Ethernet.
A detailed description is to be found at:

= ‘Assembly and installation guidelines’...page 15.

Switch power ON.

=» After a short boot time the CP is in the system without any protocol.

Start the Siemens SIMATIC manager with an online connection to the CPU. More
about this may be found in the manual of the CPU.

For hardware configuration jump within your project to the hardware configurator of
the Siemens SIMATIC manager.

Place a profile rail with the corresponding CPU and its modules.

Engineer in duty of the CP 341-1CHO1 from Yaskawa the Siemens CP with the
order number 6ES7 341-1CHO01-0AEO to the corresponding slot.

Adjust the address by the properties dialog and the protocol for transmission and
its parameters by means of the parameter plugin "Point-to-Point-Communication,
Parameter Assignment".

Please regard that the address for input and output is identically. By
ﬂl means of this address you may access the CP from the user program.
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Protocol parameter For parameterization of the protocol parameters the parameter plugin "Point-to-Point-
Communication, Parameter Assignment" is necessary.
File Edit %iew Options Help

= &

Frotacal: | 3964(R) El

O =
T |I 1
1

Pratocol

O This plugin may be received from Siemens.

I

1. ) The parameter plugin "Point-to-Point-Communication, Parameter Assignment" is
started from the properties dialog of the CP by the button [Parameter...].

2. ), Set at "Protocol" the protocol you want.

3. ) For parameterization of the protocol click at | and set the wanted protocol param-
eters.

) Store the protocol specific parameters after changing them.

F
v

Return to the properties dialog of the CP.
» Translate and store your project.

Loadable protocol driver There is the possibility to extend the number of protocols of the parameter plugin by
means of loadable protocol drivers. More may be found at the description of the corre-
sponding protocol.

Communication with the ®m  With the standard protocols the communication happens by means of the handling
user program blocks FB 7 and FB 8, which were installed together with the parameter plugin.

® By a cyclic call of these blocks data may be sent and received by the CP. The
conversion of the transfer protocols to the communication partner happens at the CP.

® For each of these FBs an instance DB is necessary. This is to be indicated at the call
of the corresponding FB. The data for communication are to be stored in each case in
a send respectively receive DB.

®  To control the communication the FBs have control bits. Here the communication may
be started, stopped or reset with the appropriate programming for the corresponding
CP. There are status bits within the FBs for error evaluation.

O Please note with the loadable protocol Modbus Slave the FB 80 -
MODB_341 is deployed for communication. Within this the FB 7 and FB 8
ﬂ. are called.
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Hardware configuration

5.2  Hardware configuration

Overview B The description here refers to modules that are at the same bus together with the
CPU. In order to address the installed modules individually, specific addresses in the
CPU have to be assigned to them. The allocation of addresses and the configuration
of the installed modules is a function of the Siemens SIMATIC manager.

B Here navigate within the hardware catalog to the according CP and place it at the
S7-300 station.
Project engineering 1. ) Start the Siemens SIMATIC Manager.

2. ) Swap to the hardware configurator.

3. ) Place a profile rail via drag&drop from the hardware catalog to the project window.

4. ), Project the CPU and the corresponding modules.

Place the corresponding modules via drag&drop from the hardware catalog to the
corresponding slot of the profile rail.

5. ) To project the Yaskawa CP 341-1CHO1 the Siemens CP 341 (6ES7
341-1CHO01-0AEOQ) at the according slot is to be used.

6. ) Adjust via the CP "properties" the transmission protocol and the protocol specific
parameters (see protocol parameters). Note the address from which the CP is
embedded. This value is necessary for the integration in your user program.
~ ‘Communication with the user program’...page 35

7. , Save and translate your project and transfer it to the CPU.
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5.21 Properties
CP 341-1CH01

General

Addresses

Basic parameters

Parameters...

Proceeding

Hardware configuration > Properties

The properties of the CP may be accessed by a double click at the CP within your
project in the hardware configurator. The parameters of the Yaskawa CP 341 may be
modified by the registers in the following described. For parameterization the parameter
plugin "Point-to-Point Communication, Parameter Assignment" is necessary. This may be
received from Siemens. For installation you have to start it and follow the instructions.

®  Short Description

- The short description with the information below is identical to the shown
Information in the "hardware catalog" window.

® Order No.

- Here the order number of the Siemens CP 341 is displayed. For project engi-
neering of the Yaskawa CP 341-1CHO01 the Siemens CP with order number 6ES7
341-1CHO1-0AEQ is to be used.

= Name

- This displays the designation of the CP, which may be changed. If the designation
is changed, the new designation appears in your project in the configuration table.

® Comment
- In this part the purpose of the module may be entered.

® Inputs / Outputs

- By presetting a start address for the input respectively output area the beginning
of the address area of the CPU may be determined, which is mapped by the CP.
Here the CP occupies for input and output 16byte each. This value is necessary for
integration in the user program. Please note with the CP that the base address for
input and output are identical.

® Process image

- With the process image a consistent image of the process signal may be accessed
during the program cycle.

- If the field process image shows the entry "---" then the set address area is outside
the process image. The entry "OB1-PA" indicates that the set address area is
within the process image.

® Interrupt generation / Reaction to CPU STOP
- Here the interrupt behavior of the module may be adjusted.
If "Yes" is set, diagnostics interrupt is activated.

The plugin for point-to-point parameterization may be opened by this button.

Please regard that the installation of the parameter plugin "Point-to-
Point-Communication, Parameter Assignment" is necessary. This may be
:LL received from Siemens.

In the following the fundamental proceeding for deployment is described. More
information for installation and deployment may be found at the additional documentation
from Siemens.

1. ) Start after installation the parameter plugin "Point-to-Point- Communication,
Parameter Assignment" from the properties dialog of the CP by the button
[Parameter...].
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Loadable protocol driver

Save

2. ) Set at "Protocol" the protocol you want. Depending on the selected protocol there is
the possibility to set the parameters for received data and interface.

File Edit %iew Options Help
Hl sl

Frotacal: | 3964(R) El

O =
T |I 1
1

Pratocol

-

O Please regard as long as the plugin is open the properties dialog
of the CP is blocked. The parameters are only transmitted to your
ﬂ' project if they were stored.

4. ) For parameterization of the protocol click at and set the wanted protocol param-
eters. More information about the protocols may be found at: = ‘Communication
protocols’...page 40

5. ), Store the protocol specific parameters after changing them.

There is the possibility to extend the number of protocols of the parameter plugin by
means of loadable protocol drivers. More may be found at the description of the corre-
sponding protocol. = ‘Communication protocols’...page 40

1. ) After adjusting the protocol specific parameters the parameters should be stored
with ‘File — Save’ respectively with HJ.

®» The parameters are transferred to your project only if you store these before.

2. ) The plugin is closed with ‘File — Exit’ and the CP properties dialog is again
released. Store your configuration with ‘Station — Save and compile’ within your
project.

3. ) Transfer the configuration to your CPU.
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Communication with the user program

5.3  Communication with the user program

Overview For the processing of the connecting jobs at PLC side a user program is necessary in
the CPU. Here the following product specific blocks are used for communication between
CPU, CP and a communication partner:

Block Symbol Comment
FB 7 P_RCV_RK Block for data receipt from a communication partner.
FB 8 P_SND RK Block for data send to a communication partner.

Please note that this blocks calls the FC or SFC 192 CP_S_R internally.
These must not be overwritten! The direct call of an internal block leads to
errors in the corresponding instance DB!

O
CAUTION
- Calling of these blocks within process or diagnostics interrupt is not

allowed.

- Please regard this FBs do not have a parameter check, which means that
if there are invalid parameters, the CPU may switch to STOP mode.

More information about the usage of these blocks may be found in the
ﬂl manual "SPEED7 Operation List".

FB 80 - MODB_341 with With the Modbus Slave protocol the communication FB 80 - MODB_341 is used. Within

Modbus Slave protocol the FB 80 the blocks FB 7 and FB 8 are called. More about installation and deployment of
the FB 80 may be found at Modbus Slave in Chapter "Communication protocols". = ‘Send
data FB 80 - MODB_341"...page 73

Installation The function blocks are online available from Siemens together with the plugin "Point-to-
Point-Communication, Parameter Assignment".

1. ) The installation of the function blocks happens together with the plugin.
2. ) Start the installation program and follow the instructions.
3. ) The FBs may be found in the block library after installation.

4. ), The library may be opened in the Siemens SIMATIC manager by ‘File — Open
— Libraries’ and here "CP PtP".

5. ) The blocks may be found at "Blocks" of the CP 341.

®» For deployment of a block this is to be copied into your project.
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Data consistency

Communication principle

The data consistency is limited by the block size of 32byte during communication
between CPU and CP. For the consistent data communication of more than 32byte the
following is to be considered:

® FB8-P_SND_RK:
- Access the send DB only again if the data were completely transferred
(DONE = 1).
® FB7-P_RCV_RK:
- Access the receive DB only again if the data were completely received (NDR = 1).

After that the receive DB should be blocked (EN_R = 0) as long as the data were
treated.

By a cyclic call of FB 7 and FB 8 data may be cyclic sent and received by the CP. On the
CP the transmission of the communication protocols to the communication partner takes
place, which may be configured by the hardware configuration.

More information about the usage of these blocks may be found in the
ﬂl manual "SPEED7 Operation List".

36

HB130 | CP | 341-1CHO01 | en | 26-10



System 300S Deployment

Firmware update > Firmware update with Siemens parameterization tool

54 Firmware update

Overview ®  For functional expansion and error recovery firmware updates can be uploaded to the
operating-system memory of the CP. Subsequent loading of firmware updates with the
parameterization interface "Point-to-Point Communication, Parameter Assignment".

® If you use a Yaskawa SPEED7 CPU of the System 300S starting with CPU firmware
version V 3.4.0 a firmware update may be executed by means of an accordingly
prepared MMC.

541 Firmware update with Siemens parameterization tool

With deployment of the Siemens parameterization tool the following preconditions for
firmware update are:
Siemens STEP®7 V 4.02 or higher is installed

Parameterization tool "Point-to-Point Communication, Parameter Assignment "V 5.0
or higher is installed.

The CP is to be configured in the CPU with a valid project.
The CPU is online be connected to the configuring PC.

Procedure 1. ) Switch the CPU to STOP mode.

2. ) Start the parameterization tool "Point-to-point Communication, Parameter Assign-
ment". Double-click to the corresponding CP and click to [Parameter...] at the "Prop-
erties" dialog.

3. ) Open the dialog for firmware update with ‘Options — Firmware Update’.

®» As soon as the CP is reachable the current CP firmware is displayed at "Current
module firmware status". If no firmware version may be determined (CP is off-
ling) "------- " is displayed.

&

4. , Choose with the button [Find file...] the firmware to be loaded. The current CP
firmware may be found in the ‘Download Center’ of www.yaskawa.eu.com.

‘ o
v

O Please regard the firmware consists of 3 files. Here choose the file
ﬂl HEADER.UPD.

®» The chosen firmware version is displayed at "Status of selected firmware".

‘ o
v

Click on the [Load firmware] button to start uploading to the CP.

You are prompted for confirmation, after that the upload of the chosen firmware
starts.

The upload procedure is canceled immediately if you click on the [Cancel] button.
Loading in progress is displayed by the LEDs SF, TxD and RxD. Before the basic
firmware is deleted from the module, the firmware is checked if it is suitable for the
CP.

» After the firmware upload the LEDs TxD and RxD get off.

7. ) For activation of the new firmware version a PowerOFF/ON is necessary.

Transfer indication ® During firmware transfer the proceeding is displayed at "Done" in % as a bar.
- The LEDs SF, TxD und RxD are on at the corresponding CP.
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54.2 Firmware update at deployment of a SPEED7 CPU

Display the Firmware ver-
sion of the SPEED7 CPU
via web page

Load firmware and transfer it
to MMC

Transfer firmware from MMC
into CPU

By means of a MMC there is the opportunity to execute a firmware update at the CPU
and its components. This functionality is available starting with CPU firmware V 3.4.0.
For update an accordingly prepared MMC must be in the CPU during the start-up.

Thus a firmware file may be recognized and assigned with start-up, a pkg file name
is reserved for each updateable component and hardware release, which begins with
"px" and differs in a number with six digits. The pkg file name of every updateable
component may be found at a label right down the front flap of the module.

As soon as with start-up a pkg file is on the MMC, all the components at the bus and
in the CPU, assigned to the pkg file, get the new firmware.

The latest 2 firmware versions may be found in the ‘Download Center’ at
www.yaskawa.eu.com.

CAUTION

Please regard that the version of the update firmware is different from the
existing firmware otherwise no update is executed.

1. , The SPEED7 CPU has an integrated web page that monitors information about

N

firmware version of the connected components. The Ethernet PG/OP channel pro-
vides the access to this web page.

2. ) To activate the PG/OP channel you have to enter according IP parameters. This can

be made in Siemens SIMATIC manager either by a hardware configuration, loaded
by MMC respectively MPI or via Ethernet by means of the MAC address with ‘PLC
— Assign Ethernet Address’.

» After that you may access the PG/OP channel with a web browser via the IP
address of the project engineering. More detailed information may be found in
the manual of the CPU at "Access to the web server".

Go to www.yaskawa.eu.com

1
2. ), Click on ‘Download Center’.

3. ) Choose the according CP and download the .zip file Px000081.pkg to your PC.

y» Extract the zip-file and copy the extracted file to your MMC.

5. ) Following this approach, transfer all wanted firmware files to your MMC.

1. ) Get the RUN-STOP lever of your CPU in position STOP.

Turn off the voltage supply.

Plug the MMC with the firmware files into the CPU. Please take care of the correct
plug-in direction of the MMC.

Turn on the voltage supply.

2. ) After a short boot-up time, the alternate blinking of the LEDs SF and FRCE shows

0
v v

|.<’1
v

that at least one firmware was found on the MMC, which differs from the current
version.

You start the transfer of the firmware as soon as you tip the RUN/STOP lever
downwards to MRES within 10s.

During the update process, the LEDs SF and FRCE are alternately blinking and
MMC LED is on. This may last several minutes.

The update is successful finished when the LEDs PWR, STOP, SF, FRCE and MCC
are on.

®» [f they are blinking fast, an error occurred.
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6. )

Firmware update > Show CP firmware version

Turn Power OFF and ON.

Now it is checked by the CPU, whether further current firmware versions are avail-
able at the MMC. If so, again the LEDs SF and FRCE flash after a short start-up
period. Continue with point 3.

—~ — — —. — —~
(1) ) ( ) (5) (6)
@ @ © ) (5) (6)
Preparation Firmware Start update Update runs Update Error
recognized terminates
J— RUN at MMC error free
( %‘ STOP PLC PLC PLC PLC PLC PLC
\1/ WRES PWR PWR PWR PWR PWR PWR
RUN RUN RUN RUN RUN RN
sTOP sTOP sTOP sTOP sTOP - JlstoP
N7 L7 AN N
Insert MMC P s IR = Ti §r: N s Pimiy
nse FRCE— ERCE |p FRCE— ERCE FRCE b RCE
2 - -
McC mce STOP E\ STOP Mcc mce Mcc - 6C  Power
'
Power OFF/ON MRES \‘/— MRES OFF/ON

L 10Sec. |

» The update is successful finished when the LEDs PWR, STOP, SF, FRCE and
MCC are on.

543 Show CP firmware version

There is the possibility to display the current release of hard- and software of the CP by
means of the module information of the Siemens SIMATIC manager.

1. ) Here go online to the corresponding CP in the hardware configurator by ‘Station

2.,

— Open online’.

If you use a SPEED7 CPU the current release of the firmware may be displayed by
the web page of the CPU as shown above.
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Overview

6 Communication protocols

6.1 Overview
Serial transfer of a character = The simplest type of information exchange between two stations is the point-to-point
link. Here the CP serves as interface for the CPU and a communication station.
B The data are serially transferred.

- During the serial data transfer the individual bits of one byte of an information are
transferred after another in a fixed order.

Character frame At bi-directional data transfer it is differentiated between full-duplex and half-duplex oper-
ation.
® At half-duplex operation at one time data may be sent or received.
B A simultaneous data exchange is only possible at full-duplex operation.
Each character to be transferred is preceded by a synchronizing pulse as start bit. The
end of the transferred character is formed by the stop bit. Beside the start and stop

bit there are further parameterizable agreements between the communication partners
necessary for serial data transfer.

This character frame consists of the following elements:
Speed (Baud rate)

Character and acknowledgement delay time

Parity

Number of data bits

Number of stop bits

Protocols The CP serves for an automatic serial data transfer. To do this the CP is equipped with
drivers for the following protocols:

= ASCII
= 3964(R)

Please regard the computer interface RK512 is not supported by the
ﬂ' Yaskawa CP 341-1CHO1.

Additionally the following loadable protocol driver are supported:

® Modbus master RTU
B Modbus master ASCII
® Modbus slave RTU

In the following each supported protocol is described.

O When using loadable drivers for software technical reasons transfer driver
from Siemens to the CP, but not installed there. As in the CP 341-1CHO1

ﬂl product specific drivers are installed, is the use of Siemens usual hard-
ware dongles not required.
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ASCII

6.2 ASCII

Mode of operation ®m  ASCII data communication is one of the simple forms of data exchange that may be
compared to a multicast/broadcast function.

® Individual messages are separated by means of character delay time (ZVZ). Within
this time the transmitter must have sent its telegram to the receiver. A telegram is only
passed on to the CPU if this was received completely.

®  Additionally to the character delay there is a further possibility to define an end crite-
rion by parameterization of the ASCII driver.

®  Since during ASCII transmission apart from the usage of the parity bit no further
step takes place for data protection, the data transfer is very efficiently however not
secured. With the parity the inversion of one bit within a character may be secured. If
two or more bits of a character are inverted, this error may no longer be detected.

Proceeding 1. ) The parameter plugin "Point-to-Point-Communication, Parameter Assignment" is
started from the properties dialog of the CP by the button [Parameter...].

2. ) Here the parameters for transfer protocol, data receipt and interface may be
adjusted.

Ele Edit Wiew Options Help

Protocol: | 3364(R) =l

| [

Protocol

3. ) Set at Protocol the "ASCII" protocol you want.
4. \, For parameterization of the protocol click at

® |n the following these parameters are described. Information about this may also
be found in the online help of the parameter plugin.

HB130 | CP | 341-1CHO1 | en | 26-10 41



Communication protocols System 300S

ASCII > ASCII - Parameter

6.2.1 ASCII - Parameter

Here the parameters for the ASCII driver may be set. At ASCII the parameter settings for
the character frame and the baud rate must be identical on every communication partner.

End code of a message During ASCII transmission the end of the receive messages frame may be recognized in

Parameter

Character delay
time (ZVZ2)

Message frame
length

different ways:

® on expiry of character delay time
® on receipt of fixed number of characters
® on receipt of end character(s)
- Depending upon the mode the corresponding parameters may be specified here.
A

«—7ZVZ
n n+1

t

The character delay time (ZVZ) defines the maximum amount of time permitted between
two incoming characters within a message frame.

Description Default value
The shortest character delay time (ZVZ) depends on the baud rate: 4dms

Baud rate (Bit/s) ZNZ (ms)

300 130

600 65

1200 32

2400 16

4800 8

9600 4

19200, 57600, 76800 2

B Range of values: 2ms ... 65535ms in 1ms steps

When the end criterion is "fixed message frame length", the number of bytes 240
making up a message frame is defined.

B Range of values: 1 ... 1024bytes

Transmission For synchronization pausing may be deactivated here. activated

Pause... B Range of values: activated, deactivated

Send with end character Here end character(s) may be defined or the length set in the FB may be specified as
soon as "End character" is activated at the end ID.

Parameter Description Default value

End character 1/2

For communication with end character(s) maximally 2 end End character 1:3 (03h=ETX)
characters may be defined. )
End character 2:0

The length of the respective telegram is limited by an end
character.

B Range of values: 0...7Fh/FFh (7/8 data bits)
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Speed

Parameter
Baud rate in bit/s

Character frames

Parameter
Data bits

Stop bits

Parity

ASCII transmission

Data flow control

Parameter
Data flow control

Data flow control parameters

Parameter
XON code

XOFF code

ASCII > ASCI| - Parameter

Here the transfer speed may be selected from a selection list.

Description Default value
Transfer speed in bit/s 9600

= Range of values: 300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 76800

The data between the communication partners are transferred via the serial interface by
means of a character frame. This means that each character may be recognized at the
receiver and the transmission may be checked for errors.

Please regard that all the following parameters must have the same set-
ﬂ‘ tings on every communication partner.

Description Default value
Number of bits onto which a character is mapped. 8

B Range of values: 7, 8

When data is transmitted, stop bits are appended to each 1
character to be sent in order to signal the end of a char-

acter.

B Range of values: 1, 2

The addition of its value "0" or "1" brings the value of all the even
bits (data bits and parity bit) up to a defined status.

B Range of values: none, odd, even

Data flow control synchronizes data transmission when one communication partner works
faster than the other with ASCII. Here the type of data flow control may be set and its
associated parameters.

At half-duplex parameterization with RS485 data flow control is not pos-

i sible.

Description Default value
B Range of values: none, XON, XOFF none
Description Default value
Code for XON at "XON/XOFF" 11(DC1)

B Range of values: 0...7Fh/FFh (7/8 data bits)

Code for XOFF at "XON/XOFF" 13(DC3)

B Range of values: 0...7Fh/FFh (7/8 data bits)

HB130 | CP | 341-1CHO1 | en | 26-10 43



Communication protocols

System 300S

ASCII > ASCII - Parameter

Parameter
Wait for XON after XOFF

(Wait time for CTS=0ON)

ASCII Receiving data

Parameter

Buffered receive message
frames

Prevent overwriting

Interface

Wiring receiver

R(B) +
R(A) -

Description Default value

Time for the CP to wait for CTS=0ON from the partner when 20 000ms
sending data.

B Range of values: 20 ... 65535ms in 10ms steps

Receipt telegrams are buffered in the CP at a ring buffer. Here the oldest telegram is
always transferred by the CP to the CPU.

Description Default value
Number of message frames, which are to be buffered in the 250
CP buffer.

B Range of values: 1 ... 250

You can only deactivate this check box if the parameter
"Buffered receive message frames" is set to "1". In this way
a current telegram is always transferred to the CPU.

activated

B Range of values: activated, deactivated

Here it is to specify if the interface is operated in half- (RS485) or full-duplex (RS422)
operation.

®  Full-duplex (RS422)
- Four-wire operation (default value: active)
Data is exchanged between the communication partners in both directions simulta-
neously. In full-duplex operation, therefore, data may be sent and received at the
same time. Each communication partner must be able to operate a send and a
receive facility simultaneously.
® Half-duplex (RS485)
- Two-wire operation (default value: not activated)

Data is exchanged between the communication partners but only in one direction
at a time. In half-duplex operation, therefore, at any one time data is being either
sent or received. This setting is only available with the ASCII protocol.

® |nitial state of the receive lines

- For a connection with minimum reflections and the break evaluation at RS422/485
operation, the lines may be preset with defined static voltage levels.

At the CP interface the wiring of the receiver is realized as follows:

Parameter Description

None

(default value: not activated)

Parameter
Signal R(B) 0Volt

Signal R(A) 5Volt
(Break evaluation)

Parameter
Signal R(B) 5Volt

Signal R(A) 0Volt
(default value: not activated)

No pre-assignment of the receiving lines.

This setting only makes sense with bus-capable special
drivers.

Description

With this pre-assignment break detection is possible at
full-duplex operation (RS422).

Description

This pre-assignment corresponds to the idle state (no
sender is activated) at half-duplex operation at RS485.
Here wire-break recognition is not possible.
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6.3 3964(R)
6.3.1 Basics 3964(R)

Mode of operation

Procedure

Timeout times

Passive operation

3964(R) > Basics 3964(R)

The 3964(R) procedure controls the data transfer of a point-to-point link between the CP
and a communication partner. The procedure adds control characters to the telegram
data during data transfer. These control characters may be used by the communication
partner to verify the complete and error free receipt.

The procedure employs the following control characters:

STX Start of Text

DLE Data Link Escape

ETX End of Text

BCC Block Check Character (only for 3964R)
NAK Negative Acknowledge

O When a DLE is transferred as part of the information it is repeated to
distinguish between data characters and DLE control characters that

ﬂl are used to establish and to terminate the connection (DLE duplication).
The DLE duplication is reversed in the receiving station. The 3964(R)
procedure requires that a lower priority is assigned to the communication
partner. When communication partners issue simultaneous send com-
mands the station with the lower priority will delay its send command.

Active partner Passive partner
Monitor delayed acknowledgment

Message-data —_—
DLE iy
ETX e
BCC only 3964R

Monitor delayed acknowledgment
<4— DLE

You can maximally transfer 250byte per telegram.

The QVZ is monitored between STX and DLE and between BCC and DLE. ZVZ is
monitored for the entire period of receiving the telegram. When the QVZ expires after an
STX, the STX is repeated. This process is repeated 5 times after which the attempt to
establish a connection is terminated by the transmission of a NAK. The same sequence
is completed when a NAK or any other character follows an STX. When the QVZ expires
after a telegram (following the BCC-byte) or when a character other than DLE is received
the attempt to establish the connection and the telegram are repeated. This process is
also repeated 5 times after which a NAK is transmitted and the attempt is terminated.

When the procedure driver is expecting a connection request and it receives a character
that is not equal to STX it will transmit a NAK. The driver does not respond with an
answer to the reception of a NAK. When the ZVZ is exceeded at reception, a NAK is sent
and it is waited for a new connection. When the driver is not ready yet at reception of the
STX, it sends a NAK.
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Block check character
(BCC-Byte)

Initialization conflict

Data Link Escape
(DLE-character)

6.3.2 Proceeding

3964R appends a Block check character to safeguard the transmitted data. The BCC-
Byte is calculated by means of an XOR function over the entire data of the telegram,
including the DLE/ETX. When a BCC-Byte is received that differs from the calculated
BCC, a NAK is transmitted instead of the DLE.

If two stations should simultaneously attempt to issue a connection request within the
QVZ then the station with the lower priority will transmit the DLE and change to receive
mode.

The driver duplicates any DLE-character that is contained in a telegram, i.e. the sequence
DLE/DLE is sent. During the reception, the duplicated DLEs are saved as a single DLE

in the buffer. The telegram always terminates with the sequence DLE/ETX/BCC (only for
3964R).

The control codes :

® 02h=STX
® 03h=ETX
= 10h=DLE
® 15h = NAK

1. ) The parameter plugin "Point-to-Point-Communication, Parameter Assignment" is
started from the properties dialog of the CP by the button [Parameter...].

2. ) Here the parameters for transfer protocol, data receipt and interface may be
adjusted.

File Edit %iew Options Help

Frotocal | 3964(R) =l

_,:,_
==

Pratacol

3. ) Set at Protocol the "3964(R)" protocol you want.
4. , For parameterization of the protocol click at

» |n the following these parameters are described. Information about this may also
be found in the online help of the parameter plugin.
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3964(R) > 3964(R) - Parameter

6.3.3 3964(R) - Parameter

Protocol

Parameter
with block check

Use default values

Please regard that the parameters of block check, transmission rate and of the character
frame with exception of the priority have the same settings on every communication
partner.

Please regard that the parameters of block check, transmission rate and
of the character frame with exception of the priority have the same set-
ﬂl tings on every communication partner.

The following protocol variants are supported by the CP:

m Default values without block check: 3964
® Default values with block check: 3964R
B Programmable without block check: 3964
B Programmable with block check: 3964R

m Default is "Default value with block check":
Character delay time: 220ms

- Acknowledgement delay time: 2000ms
Setup attempts: 6

Transmission attempts: 6

Description Default value

Data integrity is increased by the addition sending of a activated
Block Check Character BCC.

If the CP 341-1CHO01 recognizes the string DLE ETX BCC,
it stops receiving. The CP compares the received block
check character BCC with the longitudinal parity calculated
internally.

If the BCC is correct and no other receive errors have
occurred, the CP sends the code DLE to the communica-
tion partner. (In the event of an error, the NAK code is sent).

If the CP recognizes at deactivated BCC the string DLE
ETX, it stops receiving and sends a DLE to the communica-
tion partner if the block was received undamaged, or an
NAK if it was damaged.

B Range of values: activated, deactivated

If activated the protocol parameters are preset by default  activated
values. If you deactivate this option, the protocol parame-
ters are released for you to make your entries.

B Range of values: activated, deactivated
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Protocol parameter

Parameter
Character delay time (ZVZ2)

Acknowledgement delay time
(ADT)

Setup attempts

Transmission attempts

Speed

Parameter
Baud rate in bit/s

Character frames

The character delay time defines the maximum amount of time permitted between two
incoming characters within a message frame.

A

«—2ZVZ

S
>

t

Description Default value

Please regard the shortest character delay time depends  220ms
on the baud rate:

Baud rate (bit/s) Z\NZ (ms)

300 60

600 40

1200 30

2400 ... 76800 20

B Range of values: 20...65535ms in 10ms steps

The acknowledgment delay time defines the maximum 2000ms

amount of time permitted for the partner’s acknowledgment
to arrive during connection setup or release. Please regard
the shortest ackno

(550ms at 3964 without block
check)

Baud rate (bit/s) QVZ (ms)
300 60
600 40
1200 30
2400 ... 76800 20

B Range of values: 20...65535ms in 10ms steps
This parameter defines the maximum number of attempts 6
the CP is allowed in order to establish a connection. After

an unsuccessful attempt, the procedure will be aborted and
the error displayed in the STATUS output of the FB.

B Range of values: 1...255

This parameter defines the maximum number of attempts 6
the CP is allowed in order to transfer a message frame.

After an unsuccessful attempt, the procedure will be

aborted and the error displayed in the STATUS output of

the FB.

B Range of values: 1...255

Here the transfer speed may be selected from a selection list.

Description Default value
Transfer speed in bit/s 9600

® Range of values: 300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 76800

The data between the communication partners are transferred via the serial interface by
means of a character frame. This means that each character may be recognized at the
receiver and the transmission may be checked for errors.
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Parameter
Data bits

Stop bits

Parity

Priority

3964(R) Receiving data

3964(R) Interface

3964(R) > 3964(R) - Parameter

Please regard that all the following parameters must have the same set-
ﬂ' tings on every communication partner:

Description Default value
Number of bits onto which a character is mapped. 8

B Range of values: 7, 8

When data is transmitted, stop bits are appended to each 1
character to be sent in order to signal the end of a char-

acter.

B Range of values: 1, 2

The addition of its value "0" or "1" brings the value of all the even
bits (data bits and parity bit) up to a defined status.

B Range of values: none, odd, even

If both communication partners issue a sent request at the high
same time, the partner with the lower priority temporarily
withdraws its request. For data transmission you must set

a lower priority at one communication partner and a higher

one at the other.

m Delete CP receive buffer on startup:
- (Default value: "Delete CP receive buffer at startup" deactivated)
B  This parameter may not be activated.

B The receive buffer of the CP 341-1CHO01 is not deleted when the CPU status goes
from STOP to RUN (CPU startup).

With the protocol 3964(R) is the operating mode Full-duplex operation (RS422) preset.

®  Full-duplex (RS422)
- Four-wire operation (default value: active)

Data is exchanged between the communication partners in both directions simulta-
neously. In full-duplex operation, therefore, data may be sent and received at the
same time. Each communication partner must be able to operate a send and a
receive facility simultaneously.

® Half-duplex (RS485)
- This setting is not available with 3964(R).
® Initial state of the receive lines

- For a connection with minimum reflections and the break evaluation at RS422
operation, the lines may be preset with defined static voltage levels.
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Wiring receiver

R(B) +
R(A) -

ov

/L R(B) +

T

5V
5V

5

5 R@B)+

S = R(A)-

At the CP interface the wiring of the receiver is realized as follows:

Parameter
None

(Default value: not activated)

Parameter

Signal R(B) 0Volt
Signal R(A) 5Volt
(Break evaluation)

Parameter
Signal R(B) 5Volt

Signal R(A) 0Volt

(Default value: not activated)

Description

No preassignment of the receiving lines. This setting
only makes sense with bus-capable special drivers.

Description

With this preassignment wire break evaluation is pos-
sible at full-duplex operation with RS422.

Description
No wire break detection is possible here.
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Modbus > Basics Modbus

6.4 Modbus

6.4.1 Basics Modbus

Overview The Modbus protocol is a communication protocol that defines a hierarchic structure
between a master and several slaves. Physically, Modbus transmits via a serial half-
duplex connection as point-to-point connection with RS232 or as multi-point connection
with RS485.

Master-Slave-Communica- There are no bus conflicts for the master, because the master can only communicate with

tion one slave at a time. After the master requested a telegram, it waits for an answer until
an adjustable wait period has expired. During the latency the communication with another
slaves is not possible.

Telegram-structure The request telegrams of the master and the respond telegrams of a slave have the same
structure:

Start ID Slave address Function code Data Flow control End ID

Broadcast with slave A request may be addressed to a certain slave or sent as broadcast telegram to all

address =0 slaves. For identifying a broadcast telegram, the slave address 0 is set. Only write com-
mands may be sent as broadcast.

ASCII-, RTU Modus Modbus supports two different transmission modes:

® ASCII mode:

- Every byte is transferred in 2-character ASCII code. A start and an end ID mark the
data. This enables high control at the transmission but needs time.

= RTU mode:

- Every byte is transferred as character. Thus enables a higher data throughput than
the ASCIl mode. Instead of start and end ID, RTU uses a watchdog.

The mode selection is made at the parameterization.
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6.4.2 Modbus Master - Parameter

Modbus by loadable driver m

For deployment of Modbus Master on the CP 341-1CHO01 a loadable driver is neces-
sary. This may be downloaded from the Siemens website.

With deployment of loadable drivers for software technical reason the drivers from
Siemens were transferred to the CP but not installed.

Since in the CP product specific drivers are installed, the Siemens usual hardware
dongles are not necessary for operation. For installation of the driver close the Sie-
mens SIMATIC manager, open the driver file and follow the instructions.

Proceeding 1. ) Open the Siemens SIMATIC manager with your project after installation.

2. ) The parameter plugin "Point-to-Point-Communication, Parameter Assignment" is

started from the properties dialog of the CP by the button [Parameter...].

3. ) Here the parameters for transfer protocol, data receipt and interface may be

Ele Edit Wiew Options Help

adjusted.

e g

Pratacal: IMDDBUS Mazter j

]

——
SEE=s
g || T
[ ]

|

Protacol

Load Drivers

=

4. ), Set at Protocol the Modbus protocol you want:

® Modbus Master RTU — "MODBUS Master"
® Modbus Master ASCIl - "MODBUS ASCI| Master"

5. ) For parameterization of the protocol click at

General |

® |n the following these parameters are described. Information about this may also
be found in the online help of the parameter plugin.

This dialog contains every information of the loadable driver. Here nothing may be
changed.

At Loadable Driver the Modbus type followed by the transfer format may be found.

At KP respectively SCC offline on the programming unit name and version of the

communication driver respectively the serial low level transfer driver is displayed.
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6.4.2.1 Modbus Master (RTU)

Speed Here the transfer speed may be selected from a selection list.

Parameter Description Default value
Baud rate in bit/s Transfer speed in bit/s 9600

Character frames

Parameter
Data bits

Stop bits

Parity

Protocol parameter

Parameter
Reply monitoring time

Operating mode

Multiplier character delay
time

® Range of values: 300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 76800

The data between the communication partners are transferred via the serial interface by
means of a character frame. This means that each character may be recognized at the
receiver and the transmission may be checked for errors.

O Please regard that all the following parameters must have the same set-
ﬂl tings on every communication partner.

Description Default value

Number of bits that are displayed on a character. On 8

Modbus RTU protocol 8 data bits are preset.

B Range of values: 8 (fix)

When data is transmitted, stop bits are appended to each 1
character to be sent in order to signal the end of a char-

acter.

B Range of values: 1, 2

The addition of its value "0" or "1" brings the value of all the even
bits (data bits and parity bit) up to a defined status.

B Range of values: none, odd, even

Description Default value

Here a waiting time in ms may be preset spent by the CP 2000
waiting for a reply message from the slave after output of a
request message.

B Range: 5 ... 65500ms
Here the operating mode of the driver may be set. Normal operation
In Normal Operation every recognized transmission error

and break will result in error handling, even if the driver is in
idle mode.

In the operating mode Interference suppression transmis-
sion errors and breaks are ignored when the driver is in idle
mode.

If the driver leaves the idle mode transmission error and
break will result in error handling.

® Range: Normal operation, Interference suppression

If one communication partner cannot meet the time require- 1
ments set by the Modbus specifications, you have the

option to increase the character delay time with the multi-
plier.

® Range:1...10
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6.4.2.2 Modbus Master (ASCII)

Speed Here the transfer speed may be selected from a selection list.

Parameter Description Default value
Baud rate in bit/s Transfer speed in bit/s 9600

Character frames

Parameter
Data bits

Stop bits

Parity

® Range of values: 300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 76800

The data between the communication partners are transferred via the serial interface by
means of a character frame. This means that each character may be recognized at the
receiver and the transmission may be checked for errors.

O Please regard that all the following parameters must have the same set-
ﬂ' tings on every communication partner.

Description Default value
Number of bits that are displayed on a character. On 8

Modbus RTU protocol 8 data bits are preset.

B Range of values: 8 (fix)

When data is transmitted, stop bits are appended to each 1

character to be sent in order to signal the end of a char-

acter.

B Range of values: 1, 2

The addition of its value "0" or "1" brings the value of all the even

bits (data bits and parity bit) up to a defined status.

B Range of values: none, odd, even
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Protokoll-Parameter

Parameter
Character Delay Time

Response Time-out

Turnaround Delay

Operating Mode

with 32-Bit Register

Modbus > Modbus Master - Parameter

Description Default value
Here the delay time may be preset in ms. 1000

The Character Delay Time is the time that may elapse
between two characters within a Modbus frame.

The receiving station checks the incoming data for time

out and if detected the message is ignored and an error is
indicated.

B Range of values: 1 ... 6500ms

Here a waiting time in ms may be preset spent by the CP 2000
waiting for a reply message from the slave after output of a
request message.

® Range of values: 5 ... 65500ms

Here the time is preset, for which the master has to be 0
waiting for between two broadcast messages.

The delay time is deactivated by 0.

B Range of values: 0 ... 65535ms
Here the operating mode of the driver may be set. Normal Operation
In Normal Operation every recognized transmission error

and break will result in error handling, even if the driver is in
idle mode.

In the operating mode Interference suppression transmis-
sion errors and breaks are ignored when the driver is in idle
mode. If the driver leaves the idle mode transmission error
and break will result in error handling.

Range of values: Normal operation, Interference suppres-

sion

The register oriented function codes 03, 06, 16 can also deactivated
handle 32bit registers.

By setting of this parameter the driver is prepared to handle
registers with the length of 4 Byte.

The decision whether 16bit or 32bit is done via the byte
which contains the function code.

By setting of the 6. bit in the function code a 32bit register is
accessed.

If the 6. bit is not set a 16bit register is accessed.

B Range of values: activated, deactivated
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Interface

Wiring receiver

R(B) +
R(A) -

ov

L R(B) +
7}7 RA)-

5V
5V

5 R@B)+

————— R(A) -

= Full-duplex (RS422)

Here it is to specify if the interface is operated in half- (RS485) or full-duplex (RS422)
operation.

- Four-wire operation (default value: active)
Data is exchanged between the communication partners in both directions simulta-
neously. In full-duplex operation, therefore, data may be sent and received at the
same time. Each communication partner must be able to operate a send and a
receive facility simultaneously.

E  Half-duplex (RS485)

- Two-wire operation (default value: not activated)

Data is exchanged between the communication partners but only in one direction
at a time. In half-duplex operation, therefore, at any one time data is being either
sent or received. This setting is only available with the ASCII protocol.

m [nitial state of the receive lines

- For a connection with minimum reflections and the break evaluation at RS422/485
operation, the lines may be preset with defined static voltage levels.

At the CP interface the wiring of the receiver is realized as follows:

Parameter
None

(default value: not activated)

Parameter

Signal R(B) 0Volt
Signal R(A) 5Volt
(Break evaluation)

Parameter
Signal R(B) 5Volt

Signal R(A) 0Volt
(default value: not activated)

Description
No pre-assignment of the receiving lines.

This setting only makes sense with bus-capable special
drivers.

Description

With this pre-assignment break detection is possible at
full-duplex operation (RS422).

Description

This pre-assignment corresponds to the idle state (no
sender is activated) at half-duplex operation at RS485.
Here wire-break recognition is not possible.
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6.4.3 Modbus Master - Functionality

Overview With Modbus the data transfer happens without any handshake. The master initiates the
transmission, and after sending a request message it waits for a reply message from the
slave for the duration of the reply monitoring time set. The type of data transfer between
Modbus systems is controlled by function codes. The length of the message depends on
the used function code.

Message structure For communication Modbus uses the following message structure:

ADDR FUNC DATA CRC-CHECK
Byte Byte n Byte Word
ADDR Modbus slave address with the range 1...255. With slave address 0 (Broadcast Message)

every slave at the bus is addressed by the master. This is only permitted in conjunction
with the writing function codes. Here the message is not applied by the slave.

FUNC The function code defines the meaning as well as the structure of a message.

Modbus Function codes The following function codes are supported by the driver:

FC Function Action in the PLC

01 Read coil status read in bits memory bits M
read in bits outputs Q
read in bits (16bit grid) timer T
read in bits (16bit grid) counter C

02 Read input status read in bits memory bits M
read in bits inputs |

03 Read holding registers read in words data block DB

04 Read input registers read in words data block DB

05 Force single coll write in bits memory bits M
write in bits outputs Q

06 Preset single register write in words

07 Read exception status read in bits event

08 Loop back test - -

11 Fetch communication event counter read status word and event counter status, event

12 Fetch communication event log read additional status status, event, mes-

sage

15 Force multiple coils write in bits (1...2040bits) memory bits M
write in bits (1...2040bits) outputs Q

16 Preset multiple registers write in words (1...127 Register) data block DB

DATA Here the function code specific data are transferred. More information about the structure

of this field may be found at the function codes beneath. = ‘Modbus Master - Function
codes’...page 59
CRC-CHECK ®  Message end is identified by means of a 2byte checksum.

- The first byte to be transferred is the low byte, then the high byte.

B The driver for Modbus Master recognizes message end, when no transmission takes
place during the time period for the transmission of 3.5 times character delay time.
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Byte sequence in the word

Response of the slave

Error codes

Communication with the
user program

This Time_Out for message end is therefore dependent on the transmission rate:

Baud rate in baud Time_Out in ms
76800 0.5

38400 1

19200 2

9600 4

300 128

For the byte sequence in the word is valid: word = high byte | low byte

If there is no error, the function code is replied.

On recognition of an error in the request message, the slave sets the highest value bit
in the function code (function code OR 80h) of the reply message. This is followed by
transmission of one byte of error code.

Slave answer:

B OK — Function code
B Error —» Function code OR 80h & error code

Error code Meaning according to Modbus Cause
specification
1 lllegal function lllegal function code
2 lllegal data address Slave has illegal data address
3 lllegal data value Slave has illegal data value
4 Failure in associated device Slave has internal error
5 Acknowledge Function is carried out
6 Busy, rejected message Slave is not ready to receive
7 Negative Acknowledgement Function cannot be carried out

For the processing of the connecting jobs a user program is necessary in the CPU.
Here the blocks FB 7 - P_RCV_RK and FB 8 - P_SND_RK are used for communication
between CPU, CP and a communication partner.

More information about the usage of these blocks may be found in the
ﬂ' manual "SPEED7 Operation List".
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6.4.4

Naming convention

Modbus Function codes

FC
01

02

03
04
05

06
07
08
11
12

15

16

Modbus Master - Function codes

Bit =
Coil

Modbus has some naming conventions:

Modbus > Modbus Master - Function codes

IN: "Input Status"
OUT: "Coil Status"

L]

IR NNEENEN

Word =

IN: "Input Register"

Register | OUT: "Holding Register"

B Modbus differentiates between bit and word access; Bits = "Coils" and Words = "Reg-

ister".

Bit inputs are referred to as "Input-Status" and Bit outputs as "Coil-Status".
B Word inputs are referred to as "Input-Register" and Word outputs as "Holding-Reg-

ister".

The following function codes are supported by the driver:

Function Action in the PLC
Read coil status read in bits
read in bits

Read input status

Read holding registers
Read input registers

read in bits (16bit grid)
read in bits (16bit grid)
read in bits

read in bits

read in words

read in words

Force single coil write in bits
write in bits

Preset single register write in words

Read exception status read in bits

Loop back test
Fetch communication event counter
Fetch communication event log

Force multiple coils

Preset multiple registers

read status word and event counter
read additional status

write in bits (1...2040bits)
write in bits (1...2040bits)
write in words (1...127 Register)

memory bits M
outputs Q
timer T
counter C
memory bits M
inputs |

data block DB
data block DB
memory bits M
outputs Q

event
status, event

status, event, mes-
sage

memory bits M
outputs Q
data block DB
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32bit access with Modbus 1. ) With Modbus Master ASCII the register oriented functions 03,06,16 may also
Master ASCII handle 32bit registers.

2. ) Here the parameter "with 32-bit Register" is to be activated at "Modbus Master" of
the protocol properties.

3. ) If activated there is the possibility to access 32bit registers by a "modified" function
code.

4. ), By setting the 6. bit of the function code 32bit are accessed. If the 6. bit is not set,
16bit registers are accessed.

There are the following values for the function codes:

FC at 16bit access at 32bit access
03 03h 43h
06 06h 46h
16 10h 50h
@) - Please regard the function code, which is sent is not affected by the
state of the 6. bit.
ﬂ, — This serves for master information, which data size to be handled.

— Please also regard to activate 32bit access in the slave, too.

6.4.4.1 FC 01 - Read Coil Status
This function serves to read individual bits of the output area of the slave.
DB SEND source
Address Name Type Comment
+0.0 ADDR BYTE Slave address
+1.0 FUNC BYTE Function code
+2.0 start_addr WORD Bit start address
+4.0 bit_number INT Amount of bits
® start_addr

- start_addris not checked by the driver and is sent unchanged.
B bit_number
- Any value between 1...2040 (ASCII: 1...2008) is permitted as bit_number.

DB RCV destination

Address Name Type Comment
+0.0 data[1] WORD Data
+2.0 data[2] WORD Data

The driver enters the data of the reply message into the destination DB word-by-word.

The 1. received byte is entered as the low byte of the 1. word "data[1]", the 3. received
byte as the low byte of the 2. word "data[2]", etc.

If a quantity of less than 9bit or if only one low byte was read, the value 00h is entered
into the remaining high byte of the last word.
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6.4.4.2 FC 02 - Read Input Status
This function serves to read individual bits of the input area of the slave.
DB SEND source
Address Name Type Comment
+0.0 ADDR BYTE Slave address
+1.0 FUNC BYTE Function code
+2.0 start_addr WORD Bit start address
+4.0 bit_number INT Amount of bits
® start_addr

- start_addris not checked by the driver and is sent unchanged.
®  bit_number

- Any value between 1...2040 (ASCII: 1...2008) is permitted as bit_number.

DB RCV destination

Address Name Type Comment
+0.0 data[1] WORD Data
+2.0 data[2] WORD Data

® The driver enters the data of the reply message into the destination DB word-by-word.

B The 1. received byte is entered as the low byte of the 1. word "data[1]", the 3. received
byte as the low byte of the 2. word "data[2]", etc.

If a quantity of less than 9 bits or if only one low byte was read, the value 00h is
entered into the remaining high byte of the last word.

6.4.4.3 FC 03 - Read Output Registers
This function serves to read individual registers of the output area of the slave.
DB SEND source
Address Name Type Comment
+0.0 ADDR BYTE Slave address
+1.0 FUNC BYTE Function code
+2.0 start_register WORD Register start address
+4.0 register_number INT Amount of registers

m start_register

- start_register is not checked by the driver and is sent unchanged.
B register_number

- 1...127 (ASCII: 1...125) registers (words) may be read.
DB RCYV destination

Address Name Type Comment
+0.0 data[1] WORD Data
+2.0 data[2] WORD Data
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6.4.44 FC 04 - Read Input Registers

This function serves to read individual registers of the input area of the slave.
DB SEND source

Address Name Type Comment

+0.0 ADDR BYTE Slave address

+1.0 FUNC BYTE Function code

+2.0 start_register WORD Register start address
+4.0 register_number INT Amount of registers

m start_register

- start_register is not checked by the driver and is sent unchanged.
B register_number

- 1...127 (ASCII: 1...125) registers (words) may be read.
DB RCYV destination

Address Name Type Comment
+0.0 data[1] WORD Data
+2.0 data[2] WORD Data

6.4.4.5 FC 05 - Force Single Cail
This function serves to set or delete individual bits in the output area of the slave.
DB SEND source
Address Name Type Comment
+0.0 ADDR BYTE Slave address
+1.0 FUNC BYTE Function code
+2.0 coil_addr WORD Bit address
+4.0 coil_state WORD Bit status
B coil_addr
- coil_addr is not checked by the driver and is sent unchanged.
® coil_state
- colil_state is not checked by the driver and is sent unchanged.
The following two values are valid at the coil_state.
0000h — Bit=0
FFOOh — Bit =1
62

HB130 | CP | 341-1CHO01 | en | 26-10



System 300S Communication protocols

Modbus > Modbus Master - Function codes

6.4.4.6 FC 06 - Preset Single Register
This command serves to overwrite a slave register with a new value.
DB SEND source
Address Name Type Comment
+0.0 ADDR BYTE Slave address
+1.0 FUNC BYTE Function code
+2.0 start_register WORD Register address
+4.0 register_value WORD Registers value

m start_register

- start_register is not checked by the driver and is sent unchanged.
B register_value

- Any value may be used as the register_value.

6.4.4.7 FC 07 - Read Exception State

® This function code serves to read 8 event bits of the connected slave.

B The start bit number of the event bit is determined by the connected slave and does
not therefore have to be specified by the user program.

DB SEND source

Address Name Type Comment
+0.0 ADDR BYTE Slave address
+1.0 FUNC BYTE Function code
DB RCYV destination

Address Name Type Comment
+0.0 data[1] WORD Data

® The driver enters the individual bits of the reply message into the high byte in the
destination DB "data[1]".

® The low byte of "data[1]" remains unchanged.

6.4.4.8 FC 08 - Loop Back Diagnostic Test

® This function serves to check the communications connection.
B The slave must return the request message to the master unchanged.
B The reply message is not entered in the RCV destination DB.

DB SEND source

Address Name Type Comment

+0.0 ADDR BYTE Slave address
+1.0 FUNC BYTE Function code
+2.0 diag_code WORD Diagnostic code
+4.0 test_value WORD Test value

B diag code

- The only permissible value for the parameter diag_code is 0000.
m test value

- Any 16bit value may be used as test_value.
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6.4.4.9 FC 11 - Fetch Communications Event Counter

® This function code serves to read the system words "Status word" and "Event counter"

from the slave.

B These words are more described in the "Gould Modbus Protocol".

DB SEND source
Address Name
+0.0 ADDR
+1.0 FUNC
DB RCYV destination
Address Name
+0.0 data[1]
+2.0 data[2]

6.4.4.10 FC 12 - Fetch Communication Event Log

Type
BYTE
BYTE

Type
WORD
WORD

Comment
Slave address
Function code

Comment
Status word
Event counter

® This function code serves to read the system words "Status word", "Event counter”
and "Message counter" as well as 64byte "Event byte" of the slave.

B Here also information may be found in the description of the "Gould Modbus Protocol".

DB SEND source

Address Name
+0.0 ADDR
+1.0 FUNC

DB RCYV destination
Address Name

+0.0 data[1]
+2.0 data[2]
+4.0 data[3]
+6.0 bytedata[1]
+7.0 bytedata[2]
+69.0 bytedata[64]

Type
BYTE
BYTE

Type
WORD
WORD
WORD
BYTE
BYTE

BYTE

Comment
Slave address
Function code

Comment

Status word
Event counter
Message counter
Event byte 1
Event byte 2

Event byte 64

64
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6.4.4.11 FC 15 - Force Multiple Coils
This function code serves to change up to 2040 (ASCII: 1976) bits in the slave.

DB SEND source

Address Name Type
+0.0 ADDR BYTE
+1.0 FUNC BYTE
+2.0 start_addr WORD
+4.0 bit_number INT
+6.0 coil_state[1] WORD
® start_addr

Comment

Slave address
Function code
Bit start address
Number of bits
State Caoil

start_addr is not checked by the driver and is sent unchanged.
®m  bit_ number
Any value between 1...2040 (ASCII: 1...1976) is permitted as bit_number.
This indicates how many bits in the slave should be overwritten.

® coil_state[1]

State Coil:
5Fh...58h
57h...50h

6.4.4.12 FC 16 - Preset Multiple Registers

This function code serves to overwrite up to 127 (ASCII: 123) registers in the slave with
one request message.

DB SEND source

Address Name Type
+0.0 ADDR BYTE
+1.0 FUNC BYTE
+2.0 start_register WORD
+4.0 register_number INT
+6.0 data[1] WORD
+8.0 data[2] WORD
+10.0 data[3] WORD

m start_register
start_register is not checked by the driver and is sent unchanged.
B register_number
Any value between 1...127 (ASCII: 1...123) is permitted as register_number.
This indicates the number of registers (1 register = 2bytes) to be read.

Comment

Slave address

Function code

Register bit start address
Register amount of bits
Register data

Register data

Register data
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6.4.5 Modbus Slave - Parameter

Modbus by loadable driver ®  For deployment of Modbus Slave on the CP 341-1CHO01 a loadable driver is neces-
sary.
®  This may be downloaded from the Siemens Web site. With deployment of loadable
drivers for software technical reason the drivers from Siemens were transferred to the

CP but not installed.

®  Since in the CP product specific drivers are installed, the Siemens usual hardware
dongle are not necessary for operation.

® For installation of the driver close the Siemens SIMATIC manager, open the driver file
and follow the instructions.

Proceeding 1. ) Open the Siemens SIMATIC manager with your project after installation.

2. ) The parameter plugin "Point-to-Point-Communication, Parameter Assignment" is
started from the properties dialog of the CP by the button [Parameter...].

3. ) Here the parameters for transfer protocol, data receipt and interface may be
adjusted.

Ele Edit Wiew Options Help

Protocal;

Protacol

>

Laoad Drivers

=

4. ), Set at Protocol the "Modbus Slave" protocol you want.

5. ) For parameterization of the protocol click at

=» In the following these parameters are described. Information about this may also
be found in the online help of the parameter plugin.

General ® This dialog contains every information of the loadable driver. Here nothing may be
changed.
At Loadable Driver the Modbus type followed by the transfer format may be found.

At KP respectively SCC offline on the programming unit name and version of the
communication driver respectively the serial low level transfer driver is displayed.
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Speed

Modbus Slave

Parameter
Baud rate in bit/s

Character frames

Parameter
Data bits

Stop bits

Parity

Protocol parameter

Parameter
Slave address

Operating mode

Multiplier character delay
time

Modbus > Modbus Slave - Parameter

Here the transfer speed may be selected from a selection list.

Default value
9600

Description
Transfer speed in bit/s

® Range of values: 300, 600, 1200, 2400, 4800, 9600,
19200, 38400, 57600, 76800

The data between the communication partners are transferred via the serial interface by
means of a character frame. This means that each character may be recognized at the
receiver and the transmission may be checked for errors.

O Please regard that all the following parameters must have the same set-
ﬂl tings on every communication partner.

Description Default value
Number of bits that are displayed on a character. On 8

Modbus RTU protocol 8 data bits are preset.

= Range of values: 8 (fix)

When data is transmitted, stop bits are appended to each 1
character to be sent in order to signal the end of a char-
acter.

B Range of values: 1, 2
The addition of its value "0" or "1" brings the value of all the even
bits (data bits and parity bit) up to a defined status.

E Range of values: none, odd, even

Description Default value

Here the own slave address may be set, which the CP has 222
to respond to.

B Range of values: 1 ... 255

Here the operating mode of the driver may be set. Normal operation

In Normal operation every recognized transmission error
and break will result in error handling, even if the driver is in
idle mode.

In the operating mode Interference suppression transmis-
sion errors and breaks are ignored when the driver is in idle
mode. If the driver leaves the idle mode transmission error
and break will result in error handling.

B Range of values: Normal operation, Interference sup-
pression

If on e communication partner cannot meet the time 1
requirements set by the Modbus specifications, you have

the option to increase the character delay time with the
multiplier.

B Range of values: 1 ... 10
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FC 01, 05, 15, 02 ]

FC 03, 06, 16, 04 L]

Limits =

In this dialog window the bit oriented function codes FC 01, 05 and 15 may be
assigned to address areas of the CPU.

Bit memories, outputs, timer and counter of the CPU may be accessed by means of
this function codes. With timer and counters the reading access is only possible with
function code FC 01.

With FC 02 a Modbus address area is assigned to bit memory and input area of the
CPU, which is accessed by reading.

The data blocks of the CPU may be accessed (R/W) by the register oriented function
codes FC 03, 06 and 16. Here you can indicate starting from which DB number the
Modbus address starting with 0 is assigned.

Up to 128 DB may be accessed in one block. With the register oriented function code
FC 04 data blocks of the CPU may only be accessed by reading. Here a further block
of 128 DBs may be determined.

More details may be found at the appropriate function codes.

For the writing function codes FC 05, 06, 15 and 16 the access to the corresponding
area must be enabled before.

By default the whole output area of the CPU is disabled for write access, this means
each value is 0.

If the master tries to write to an output area of the CPU, which is outside the enabled
area, the access is replied by a corresponding error message.

Interface Here it is to specify if the interface is operated in half- (RS485) or full-duplex (RS422)
operation.

Full-duplex (RS422)
- Four-wire operation (default value: active)

Data is exchanged between the communication partners in both directions simulta-
neously. In full-duplex operation, therefore, data may be sent and received at the
same time. Each communication partner must be able to operate a send and a
receive facility simultaneously.

Half-duplex (RS485)
- Two-wire operation (default value: not activated)

Data is exchanged between the communication partners but only in one direction
at a time. In half-duplex operation, therefore, at any one time data is being either
sent or received. This setting is only available with the ASCII protocol.

Initial state of the receive lines

- For a connection with minimum reflections and the break evaluation at RS422/485
operation, the lines may be preset with defined static voltage levels.
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R(B) +
R(A) -

ov

L R(B) +

5V
5V

5 R@B)+

S = R(A)-

Modbus > Modbus Slave - Parameter

At the CP interface the wiring of the receiver is realized as follows:

Parameter
None

(default value: not activated)

Parameter
Signal R(B) 0Volt

Signal R(A) 5Volt
(Break evaluation)

Parameter
Signal R(B) 5Volt

Signal R(A) 0Volt

(default value: not activated)

Description
No pre-assignment of the receiving lines.

This setting only makes sense with bus-capable special
drivers.

Description

With this pre-assignment break detection is possible at
full-duplex operation (RS422).

Description

This pre-assignment corresponds to the idle state (no
sender is activated) at half-duplex operation at RS485.
Here wire-break recognition is not possible.
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6.4.6

Overview

Message structure

ADDR

FUNC

FC
01

02
03
04
05
06
08
15

16

DATA

Function
Read coil status

Modbus Slave - Functionality

®  With Modbus the data transfer happens without any handshake. The master initiates
the transmission, and after sending a request message it waits for a reply message
from the slave for the duration of the reply monitoring time set. The type of data
transfer between Modbus systems is controlled by function codes.

® At Modbus slave side the Modbus address of the message of the master is trans-
formed to the memory area of the CPU by the protocol driver. The corresponding area
assignment may be established by the parameterization.

m Data transfer between CP and CPU happens by the Modbus communication FB 80 -
MODB_341.

- FB7-P_PRC_RKandFB 8 - P_SND_RK are internally called by this FB.

E Atslave side FB 7 - P_PRC_RK and FB 8 - P_SND_RK are necessary for communi-
cation, so copy them to your project.

For communication Modbus uses the following message structure:

ADDR FUNC DATA CRC-CHECK
Byte Byte n Byte Word

Modbus slave address with the range 1...255. With slave address 0 (Broadcast Message)
every slave at the bus is addressed by the master. This is only permitted in conjunction
with the writing function codes. Here the message is not applied by the slave.

The function code defines the meaning as well as the structure of a message. The
following function codes are supported by the Modbus slave driver:

Action in the PLC

Read input status
Read holding registers
Read input registers

Force single coll

Preset single register

read in bits Memory bits M
read in bits Outputs Q
read in bits (16bit grid) Timer T

read in bits (16bit grid) Counter C
read in bits Memory bits M
read in bits Inputs |

read in words
read in words
write in bits
write in bits
write in words

Data block DB
Data block DB
Memory bits M
Outputs Q

Data block DB

Loop back test

Force multiple coils

Preset multiple registers

write in bits (1...2040bits)
write in bits (1...2040bits)
write in words (1...127 Register)

Memory bits M
Outputs Q
Data block DB

Please consider as soon as you want to access a slave by a writing
function code, you have to write enable the corresponding area by the
ﬂ' protocol parameters with the dialog "Limits".

Here the function code specific data are transferred. More information about the struc-
ture of this field may be found at the function codes. = ‘Modbus Slave - Function
codes’...page 77
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CRC-CHECK ® Message end is identified by means of a 2byte checksum.
- The first byte to be transferred is the low byte, then the high byte.

B The driver for Modbus Master recognizes message end, when no transmission takes
place during the time period for the transmission of 3.5 times character delay time.

This Time_Out for message end is therefore dependent on the transmission rate:

Baud rate in baud Time_Out in ms

76800 0.5

38400 1

19200 2

9600 4

300 128
Byte sequence in the word For the byte sequence in the word is valid: word = high byte | low byte
Response of the slave If there is no error, the function code is replied.

On recognition of an error in the request message, the slave sets the highest value bit
in the function code (function code OR 80h) of the reply message. This is followed by
transmission of one byte of error code.

Slave answer:

B OK — Function code
® Error - Function code OR 80h & error code

Error codes The following error codes are defined in accordance with the Modbus specification:
Error code Meaning according to Modbus Cause
specification
1 lllegal function lllegal function code
2 lllegal data address Slave has illegal data address
3 lllegal data value Slave has illegal data value
4 Failure in associated device Slave has internal error
5 Acknowledge Function is carried out
6 Busy, rejected message Slave is not ready to receive
7 Negative Acknowledgement Function cannot be carried out
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6.4.7 Modbus Slave - Communication with the user program

Overview =

For the processing of the connecting jobs at slave side a user program is necessary in
the CPU.

The data transfer between CP and CPU happens by the Modbus communication FB
80 - MODB_341.

- Bythis FB7-P_RCV_RKand FB 8 - P_SND_RK are called internally.

For communication at the slave side it is necessary to integrate FB 7 - P_RCV_RK
and FB 8 - P_SND_RK to the project.

Every for the Modbus communication FB 80 relevant data are located in an instance
DB. This DB is the instance DB for the internally called blocks at the same time.
Access to the instance DB is permitted only as read-only.

CAUTION
— Calling of the FB 80 - MODB_341 within diagnostic or process interrupt is

not allowed.

- Please regard the FB does not have a parameter check; which means
that if there are invalid parameters, the CPU may switch to STOP mode.

Installation 1. ) The function block FB 80 is installed together with the protocol driver.

2.

» If not already happen, finish the Siemens SIMATIC manager, start the installation
file of the driver and follow the instructions.

3. ) FB 80 - MODB_341 may be found in the block library after installation.
4. , The library may be opened in the Siemens SIMATIC manager by ‘File — Open

Communication principle u

Reaction time ]

— Libraries’ and here "Modbus".

By a cyclic call of the FB 80 - MODB_341 request telegrams from the master may be
received and data may be sent with the slave CP.

The conversion of the corresponding Modbus address to the memory area of the CPU
is made by the CP.

The memory area allocation happens by the parameterization within the hardware
configuration.

The FB 80 - MODB_341 is described below. = ‘Send data FB 80 -
MODB_341’...page 73

For the write function codes (FC 05, FC 15) is valid:

- Reaction time = AG cycle + time CP — CPU + time CPU — CP
For the other function codes is valid:

- Reaction time = time CP — CPU + time CPU — CP

The CP does not send the reply message to the master system until after the data
transfer CPU — CP.

- In this instance the standard reply monitoring time of 2s can be kept.
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Parameter

Parameter
LADDR

START_TIMER
START_TIME
OB_MASK
CP_START
CP_START FM
CP_START_NDR
CP_START OK

CP_START_ERROR

ERROR_NR
ERROR_INFO

Modbus > Modbus Slave - Communication with the user program

Send data FB 80 - MODB_341

FB 80 - MODB_341 may be called cyclically in the user program. Here it receives the
request telegram from the Modbus master, assigns the Modbus address to the appro-
priate memory area of the CPU and sends the requested data to the master.

Declaration = Data type Description

Input INT Logical basic address of the CP - corresponds to the
address of the hardware configuration of the CP.

Input TIMER Timer number for check time for initialization

Input S5TIME Timer value for check time

Input BOOL Mask I/O access errors, delay alarms

Input / Output BOOL
Input / Output BOOL
Input / Output BOOL
Input / Output BOOL

Input / Output BOOL

Input / Output WORD
Input / Output WORD

Start FB initialization
Edge trigger flag CP_START
Info: Write request from the CP

Initialization is finished without error (time within check
time)

Initialization is finished with error (time longer than check
time)

Error number
Error addition information

LADDR

- Here type in the logical basic address of the CP.

- This corresponds to the address of the hardware configuration of the CP.
START_TIMER, START_TIME

- After PowerON the CP needs several seconds to get operational. Initialization
attempts of the FB during this time are completed with error. Because of this,
the FB repeats its initialization job several times during this check time preset by
START_TIME of the timer START_TIMER.

OB_MASK

- By activating OB_MASK (=TRUE) access errors to the peripheral area of the CPU
may be masked. Here in an event of an access to non-existent 1/0s, the CPU does
not go to STOP and neither does it call the error OB. The access error is, however,
recognized and the function is finished with an error message to the CP.

CP_START

- After each complete restart or restart of the CPU you have to initialize the FB 80 -
MODB_341. The initialization is activated with a rising edge at input CP_START.

CP_START_FM, CP_START_NDR

- CP_START_FM s the edge trigger flag of CP_START. This is set on a write
access of a CP.

CP_START_OK, CP_START_ERROR

- As soon as the send job has been completed without error, the output
CP_START _OKis set and the FB initialization is complete.

- Is the Send job completed with error, CP_START reset and CP_START_ERROR is
set.

ERROR_NR, ERROR_INFO
- Further details on the error are displayed at ERROR_NR and ERROR_INFO.
- The errors are deleted with a rising edge at CP_START.
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ERROR NR1...2 ®  Error during initialization FB and CP

Error numbers 1 ... 2 indicate initialization with error.
Parameter CP_START _ERROR is 1.

- Modbus communication to the master system is not possible.

ERROR_NR ERROR_INFO Error Text
(decimal)
0 0 Error Text
1 SFC 51 - RET_VAL B Error when reading SZL with SFC 51.
- Remedy: Analyze RET_VAL in ERROR_INFO, elimi-
nate cause.
2 SFB 12 — STATUS ®  TimeOut when initializing CP or error when CP (Error in
SFB 22 —» STATUS BN o)

- Remedy: Check if protocol "Modbus Slave" has had
parameters assigned on this interface.

- Check whether the "ID" specified on the communica-
tions FB is correct.

- Analyze ERROR_INFO.

ERROR_NR 10 ... 19 ® Error during processing of a function code
- Error numbers 10 ... 19 indicate an error during processing of a function code.
- The CP transmitted an illegal processing job to the communication FB.

- The error is also reported to the driver and subsequent processing jobs continue to
be processed.

ERROR_NR ERROR_INFO Error Text
(decimal)
10 Processing Code ® |llegal processing function transferred by the driver to

the communication FB.
- Remedy: Restart CP (PowerOn).

11 Start Address B |llegal start address transferred by the driver to the com-
munication FB.

- Remedy: Check Modbus address of Modbus master.
12 Amount of Registers m |llegal Amount of Registers transferred by the driver to
the communication FB: Amount of Registers = 0.
- Remedy: Check Amount of Registers of Modbus
master system, if required restart CP (PowerOn).

13 Amount of Registers u |llegal Amount of Registers transferred by the driver to
the communication FB: Amount of Registers [1 128.

- Remedy: Check Amount of Registers of Modbus
master system, if required restart CP (PowerOn).

14 Memory bits M - End address H Attempted access to memory area "Memory bits" in
excess of range end.

- Attention: Range length in CPU is CPU type-
dependent.

- Remedy: Reduce Modbus Start Address and/or
access length in Modbus master system.

15 Outputs Q - End address m  Attempted access to memory area "Outputs” in excess
of range end.

- Attention: Range length in CPU is CPU type-
dependent.

- Remedy: Reduce Modbus Start Address and/or
access length in Modbus master system.
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ERROR_NR

(decimal)
16

17

18

19

ERROR_NR 90 ...

ERROR_NR

(decimal)
90

91

92

ERROR_INFO

Timers T - End address

Counters C - End address

Modbus > Modbus Slave - Communication with the user program

Error Text

Attempted access to memory area "Timers" in excess of
range end.

- Attention: Range length in CPU is CPU type-
dependent.

- Remedy: Reduce Modbus Start Address and/or
access length in Modbus master system.

Attempted access to memory area "Counters" in excess

of range end.

- Attention: Range length in CPU is CPU type-
dependent.

- Remedy: Reduce Modbus Start Address and/or
access length in Modbus master system.

lllegal memory area transferred by the driver to the com-

munication FB.

- Remeady: if required restart CP (PowerOn).

Error during access to the I/Os.

- Remedy: check if required I/Os exist and are error-
free.

- A processing error has occurred and the error is not reported to the driver.
Subsequent processing jobs continue to be processed.

0
99 m  Other errors
ERROR_INFO

SFB 12 —» STATUS

SFB 22 —» STATUS

FB 7 —» STATUS

Error Text

Error during transmission of an acknowledgment mes-
sage to the driver with SFB 12 (BSEND)

- Remedy: analyze STATUS information.
Error when reading SYSTAT with SFB 22 (STATUS).
- Remedy: analyze STATUS information.

Error when executing a RECEIVE/FETCH call with FB 7
(RCV_RK).

- Remedy: analyze FB7-STATUS.
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Example program OB 100

UN M 100.0 // set CP_START

S M 100.0 //

UM 100.1 // reset CP_START_FM

R M 100.1 //

OB 1

Call FB 80 , DB80 // Modbus slave CP341 FB
LADDR: =256 // Basic address of CP
START_TIMER: =T120 // Timer startup
START_TIME: =S5T#5S // Time value startup

OB_MASK: =TRUE // Mask access errors

CP_START: =M100.0 // Initialization START
CP_START_FM: =M100.1 // Edge trigger flag
CP_NDR: =M100.2 // New write job CP
CP_START_OK: =M100.3 // Init. CP-FB without error
CP_START_ERROR: =M100.4 // Init. CP with error
CP_ERROR_NR: =MW102 // Error number
CP_ERROR_INFO: =MW104 // Error additional info

6.4.7.1.1 Data consistency
® Data transfer between CPU and CP happens block-by-block by the function blocks FB
7-P_RCV_RKand FB 8 -P_SND _RK.
- Here the block size is about 32byte.
Data consistency is given only for a block size of 32byte.

For larger amounts of data, the data is transferred in the listed block size with a
time delay between each block. There is no consistency between these data blocks
because the data may be processed by the user program at the same time.

®  Access to the CPU memory area is carried out while the user program is running
whenever the FB 7 - P_RCV_RK is passed.

® [f data consistency is required when reading/writing registers or bits, the amount of
data transferred by a single message must be limited to 32byte.

B For example a maximum of 16 registers with FC 03, 04, 16 or a maximum of 256bits
with FC 01, 02, 15.

® Else you have to ensure the consistent processing of related data blocks by the user
program.
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Naming convention

Modbus Function codes

FC
01

02

03
04
05

06
08
15

16

6.4.8.1

Modbus Slave - Function codes

Function
Read coil status

Read input status

Read holding registers
Read input registers
Force single coil

Preset single register
Loop back test

Modbus has some naming conventions:

Bit =
Coil

Modbus > Modbus Slave - Function codes

IN: "Input Status"
OUT: "Coil Status"

L

IR NNEENEN

Word = | IN: "Input Register"
Register | OUT: "Holding Register"

Modbus differentiates between bit and
ister".

word access; Bits = "Coils" and Words = "Reg-

Bit inputs are referred to as "Input-Status" and Bit outputs as "Coil-Status".
®  Word inputs are referred to as "Input-Register" and Word outputs as "Holding-Reg-

ister".

Action in the PLC
read in bits

read in bits

read in bits (16bit
read in bits (16bit
read in bits

read in bits

read in words
read in words
write in bits

write in bits

write in words

The following function codes are supported by the driver:

Memory bits M
Outputs Q
grid) Timer T
grid) Counter C
Memory bits M
Inputs |
Data block DB
Data block DB
Memory bits M
Outputs Q
Data block DB

Force multiple coils write in bits (1...2040bits) Memory bits M
write in bits (1...2040bits) Outputs Q
Preset multiple registers write in words (1...127 Register) Data block DB

— The Modbus slave driver supports a maximum data block length of

CPU (FC 03, 04, 06, 16).

O
ﬂ' 512 data words in all the function codes, which access the DBs in the

— One DB may be accessed by one message.
— Otherwise you get an error message.

FC 01 - Read Coil Status

This function serves to read individual bits of the output area of the CPU by the Modbus
master.

Request message

ADDR

FUNC

Reply message

ADDR

FUNC

start_addr

byte_count n

bit_number CRC

n byte data CRC
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start_addr

Conversion bit memories

and outputs

Conversion counter and

B The Modbus bit address start_addr contains the start of the area of the CPU, which is
be accessed.

B The corresponding address allocation of the CPU memory area are established by the

properties of "FC 01, 05, 15" in the parameterization of the CP.

- Here the "Modbus address in transmission message" briefly Param-start-address

may be assigned to a "SIMATIC memory area" briefly PLC-area.

m Byte address = ((start_addr - Param-start-address) / 8) + PLC-area

When accessing bit memories respectively outputs of the CPU, the remaining Rest-bit-
number is calculated and used to address the relevant bit within the bit memory area

respectively the output area.
Rest-bit-number = (start_addr - Param-start-address) % 8 [Modulo 8]

® Word address = ((start_addr - Param-start-address) / 16) + PLC-area

timer With the address calculation, it must be possible to divide the result start_addr - Param-

start-address by 16 without having a left over value Word-by-word access may only start

from word limit.
bit_number ® Values between 1 and 2040 are permitted as bit_number.

B This number of bits are read.

®  When accessing timers and counters, the bit_number must be divisible by 16.

B Maximally 16 timers and counters may be accessed.
Example Conversion Modbus addressing for FC 01, 05, 15

"Modbus address in the transmission message" "SIMATIC memory area"

Param-start-address PLC-area

from 0 ... 1023 Memory commence at M 1000.0

from 1024 ... 2047 Outputs commence at Q 100.0

from 2048 ... 4057 Timer commence at T 100

from 4064 ... 4096 Counter commence at C 200

®  Address calculation:

- Byte address = ((start_addr - Param-start-address) / 8) + PLC-area
- Rest-bit-number = (start_addr - Param-start-address) % 8 [Modulo 8]

start_addr Access Calculation Area in PLC
hex decimal
0000h 0 Memory (0-0) /8 +1000 — M 1000.0
0001h 1 Memory (1-0) /8 +1000 — M 1000.1
01F1h 497 Memory (497 - 0) /8 +1000 — M 1062.1
0400h 1024 Output (1024 - 1024) /8 +100 — Q 100.0
0401h 1025 Output (1025 - 1024) /8 +100 — Q 100.1
07DAh 2010 Output (2010 - 1024) /8 +100 — Q 223.2
0800h 2048 Timers (2048 - 2048) /16 +100 — T 100
0801h 2064 Timers (2064 - 2048) /16 +100 — T 101
0C80h 3200 Timers (3200 - 2048) /16 +100 — T172
OFEOh 4064 Counters (4064 - 4064) /16 +200 — C 200
OFFOh 4080 Counters (4080 - 4064) /16 +200 — C 201
1000h 4096 Counters (4096 - 4064) /16 +200 — C 202
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6.4.8.2 FC 02 - Read Input Status
This function enables the Modbus master to read individual bits from the input area of the
CPU.
Request message
ADDR FUNC start_addr bit_number CRC
Reply message
ADDR FUNC byte countn n byte data CRC
start_addr B The Modbus bit address start_addr contains the start of the area of the CPU, which is
be accessed.
B The corresponding address allocation of the CPU memory area is established by the
properties of "FC 02" in the parameterization of the CP.
- Here the "Modbus address in transmission message" briefly Param-start-address
may be assigned to a "SIMATIC memory area" briefly PLC-area.
Calculation ® Byte address = ((start_addr - Param-start-address) / 8) + PLC-area

When accessing bit memories respectively inputs of the CPU, the remaining Rest-bit-
number is calculated and used to address the relevant bit within the bit memory area
respectively the input area.

Rest-bit-number = (start_addr - Param-start-address) % 8 [Modulo 8]

bit_number = Valtées between 1 and 2040 are permitted as bit_number. This number of bits are
read.
Example Conversion Modbus addressing for FC 02
"Modbus address in the transmission message" "SIMATIC memory area"
Param-start-address PLC-area
from 0 ... 1023 Memory commence at M 1000.0
from 1024 ... 2047 Inputs commence at | 100.0
start_addr Access Calculation Area in
hex decimal PLC
0000h 0 Memory (0-0) /8 +1000 — M 1000.0
0001h 1 Memory (1-0) /8 +1000 — M 1000.1
01F1h 497 Memory (497 - 0) /8 +1000 — M 1062.1
0400h 1024 Input (1024 - 1024) /8 +100 — 1100.0
0401h 1025 Input (1025 - 1024) /8 +100 — 1 100.1
07DAhN 2010 Input (2010 - 1024) /8 +100 — 1 223.2
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6.4.8.3 FC 03 - Read Output Registers
This function enables the Modbus master to read data words from a data block.
Request message

ADDR FUNC start_register register_number CRC
Reply message
ADDR FUNC byte countn n/2-register data CRC
(High, Low)
start_register The Modbus register address start_register is interpreted by the driver as follows:

start_register
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
start_register-offset_ DB_no. start_register-word_no.

The DB of the CPU to be accessed, is defined by start_register.

The corresponding address allocation of the CPU memory area are established by the
properties of "FC 03, 06, 16" in the parameterization of the CP.

- Here the fixed "Modbus address in transmission message" 0 may be assigned to a
Base-DB-Number in the "SIMATIC memory area".

Calculation ® Data block DB = Base-DB-Number + start_register-offset DB _no.
®m Data word DBW = start_register-word_no. x 2

Providing the resulting DB and the corresponding DBW to be read from is known
start_register may be calculated with the following formula:

® start_register = (DB - Base-DB-Number) x 512) + (DBW / 2)

Please regard for DBW it is only allowed to use even numbered data
ﬂ' word numbers.

register_number ® Values between 1 and 127 are permitted as register_number.
- This number of registers are read.
® |tis valid: Maximum register_number = 512 - start_register

Example Conversion Modbus addressing for FC 03, 06, 16
"Modbus address in the transmission message"  "SIMATIC memory area"
Param-start-address PLC-area
from O Data blocks commence at DB 800
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Conversion For e.g. start_register = 80 (0050h) the conversion takes place with the following
approach:

start_register = 0050h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
start_register-offset DB_no. = 00h start_register-word-no. = 50h

® Data block DB = Base-DB-Number + start_register-offset_DB_no.
- Data block DB =800 + 0 = 800

®m Data word DBW = start_register-word-no. x 2
- Data word DBW =80 x 2 = 160

Further values

start_register offset DB_no.  word_no. Base DB DB DBW

Number
hex decimal decimal hex decimal decimal decimal decimal
0000h 0 0 000h 0 800 800 0
01FAh 500 0 1F4h 500 800 800 1000
0384h 900 1 184h 388 800 801 776
03FFh 1023 1 1FFh 511 800 801 1022
6.4.8.4 FC 04 - Read Input Registers

® This function is identical to FC 03.

B The corresponding address allocation of the CPU memory area are established by
the properties of "FC 04" in the parameterization of the CP. Here the fixed "Modbus

address in transmission message" 0 may be assigned to a Base-DB-Number in the
"SIMATIC memory area".

B For more information see FC 03. =» ‘FC 03 - Read Output Registers’...page 80
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6.4.8.5
Request message
ADDR

Reply message
ADDR

coil_addr

Calculation

Data_on/off

Example

Address calculation:

FUNC

FUNC

FC 05 - Force Single Coil

oil_addr Data_on/off CRC

coil addr Data_on/off CRC

The Modbus bit address coil_addr contains the start of the area of the CPU, which is
be accessed.

The corresponding address allocation of the CPU memory area are established by the
properties of "FC 01, 05, 15" in the parameterization of the CP.

- Here the "Modbus address in transmission message" briefly Param-start-address
may be assigned to a "SIMATIC memory area" briefly PLC-area.

Byte address = ((coil_addr - Param-start-address) / 8) + PLC-area

B When accessing bit memories respectively inputs of the CPU, the remaining Rest-bit-

number is calculated and used to address the relevant bit within the bit memory area
respectively the input area.

- Rest-bit-number = (coil_addr - Param-start-address) % 8 [Modulo 8]

The following values are valid for Data_on/off:
- FFOOh: set bit
- 0000h: delete bit

Conversion Modbus addressing for FC 01, 05, 15

"Modbus address in the transmission message"

Param-start-address
from 0 ... 1023
from 1024 ... 2047

"SIMATIC memory area"

PLC-area
Memory commence at M 1000.0
Outputs commence at Q 100.0

start_addr Access Calculation Areain

hex decimal PLC

0000h 0 Memory (0-0) /8 +1000 — M 1000.0
0001h 1 Memory (1-0) /8 +1000 — M 1000.1
01F1h 497 Memory (497 - 0) /8 +1000 — M 1062.1
0400h 1024 Output (1024 - 1024) /8 +100 — Q 100.0
0401h 1025 Output (1025 - 1024) /8 +100 — Q 100.1
07DAhN 2010 Output (2010 - 1024) /8 +100 — Q 223.2
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6.4.8.6 FC 06 - Preset Single Register

This function enables the Modbus master to write one data word in a data block of the
CPU.

O Please consider as soon as you want to access an area by writing, you
have to write enable the corresponding area by the protocol parameters
ﬂ' with the dialog "Limits".

Request message

ADDR FUNC start_register Data_value CRC
(High, Low)
Reply message
ADDR FUNC start_register Data_value CRC
(High, Low)
start_register The Modbus register address start_register is interpreted by the driver as follows:

start_register
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
start_register-offset_DB_no. start_register-word_no.

The DB of the CPU to be accessed, is defined by start_register.

The corresponding address allocation of the CPU memory area are established by the
properties of "FC 03, 06, 16" in the parameterization of the CP.

- Here the fixed "Modbus address in transmission message" 0 may be assigned to a
Base-DB-Number in the "SIMATIC memory area".

Calculation ®m Data block DB = Base-DB-Number + start _register-offset DB _no.
®m Data word DBW = start_register-word_no. x 2

Providing the resulting DB and the corresponding DBW to be read from is known
start_register may be calculated with the following formula:

m start_register = (DB - Base-DB-Number) x 512) + (DBW / 2)

Please regard for DBW it is only allowed to use even numbered data
ﬂl word numbers.

Data_value ®  Any 16bit value is allowed as Data value.
- This is the register value to be written.

Example Conversion Modbus addressing for FC 03, 06, 16
"Modbus address in the transmission message" "SIMATIC memory area"
Param-start-address PLC-area
from O Data blocks commence at DB 800
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Calculation

15 14 8

start_register-offset DB_no. = 00h

Further values

- Function codes

For e.g. start_register = 80 (0050h) the conversion takes place with the following

approach:

start_register = 0050h
12 11 10 9 8 7 6 5 4

3

2 1 0

start_register-word-no. = 50h

® Data block DB = Base-DB-Number + start_register-offset_DB_no.

- Data block DB =800 + 0 = 800
® Data word DBW = start_register-word-no. x 2
- Data word DBW =80 x 2 =160

start_register offset DB_no.  word_no. Base DB

Number
hex decimal decimal hex decimal decimal
0000h 0 0 000h 0 800
01FAh 500 0 1F4h 500 800
0384h 900 1 184h 388 800
03FFh 1023 1 1FFh 511 800
6.4.8.7 FC 08 - Loop Back Diagnostic Test

Request message
ADDR

Reply message
ADDR

diagnostic_code

test_data

DB DBW
decimal decimal
800 0

800 1000
801 776
801 1022

This function serves to check the communications connection. It does not effect the user
program. The received message is independently returned to the master by the driver.

FUNC diagnostic_code test_data
(High, Low)

FUNC diagnostic_code test_data
(High, Low)

Only diagnostic_code = 0000 is supported by the driver.

Any 16bit value.

CRC

CRC
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6.4.8.8 FC 15 - Force Multiple Coils

This function enables the Modbus master to write several bits to the output area of the
CPU.

Please consider as soon as you want to access an area by writing, you
have to write enable the corresponding area by the protocol parameters
ﬂ' with the dialog "Limits".

Request message

ADDR FUNC start_addr quantity byte countn n-Data CRC
Reply message
ADDR FUNC start_addr quantity CRC
start_addr B The Modbus bit address start_addr contains the start of the area of the CPU, which is

be accessed.

B The corresponding address allocation of the CPU memory area are established by the
properties of "FC 01, 05, 15" in the parameterization of the CP.

- Here the "Modbus address in transmission message" briefly Param-start-address
may be assigned to a "SIMATIC memory area" briefly PLC-area.

Calculation ® Byte address = ((start_addr - Param-start-address) / 8) + PLC-area

B When accessing bit memories respectively outputs of the CPU, the remaining Rest-
bit-number is calculated and used to address the relevant bit within the bit memory
area respectively the output area.

- Rest-bit-number = (start_addr - Param-start-address) % 8 [Modulo 8]

quantity Each value between 1 and 2040 is valid as quantity (number of bits).
byte_count n byte_count n (byte counter) is formed automatically due to the bit number.
n-Data n-Data contains the bit status (any values).
6.4.8.9 FC 16 - Preset Multiple Registers
;I;]hisggrbction enables the Modbus master to write several data words in a data block of
e .

Please consider as soon as you want to access an area by writing, you
have to write enable the corresponding area by the protocol parameters
ﬂ' with the dialog "Limits".

Request message
ADDR FUNC start_register  quantity byte countn n-Data CRC
(High, Low)
Reply message
ADDR FUNC start_addr quantity CRC
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start_register The Modbus register address start_register is interpreted by the driver as follows:

start_register
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
start_register-offset_DB_no. start_register-word_no.

® The DB and the 1. data word of the CPU to be accessed, is defined by start_register.

B The corresponding address allocation of the CPU memory area are established by the
properties of "FC 03, 06, 16" in the parameterization of the CP.

- Here the fixed "Modbus address in transmission message" 0 may be assigned to a
Base-DB-Number in the "SIMATIC memory area".

Calculation ®m Data block DB = Base-DB-Number + start_register-offset DB _no.
®m Data word DBW = start_register-word_no. x 2

Providing the resulting DB and the corresponding DBW to be read from is known
start_register may be calculated with the following formula:

m start_register = (DB - Base-DB-Number) x 512) + (DBW / 2)

O Please regard for DBW it is only allowed to use even numbered data
ﬂl word numbers.

quantity ® Any value between 1 and 127 is permitted as quantity (number of register).
- ltis valid: Maximum quantity = 512 - start_register

byte_count n byte_count n (byte counter) is formed automatically due to the bit number.
n-Data (High, Low) Any value may be used as n-Data (High, Low).
Example Conversion Modbus addressing for FC 03, 06, 16
"Modbus address in the transmission message" "SIMATIC memory area"
Param-start-address PLC-area
from O Data blocks commence at DB 800
Conversion For e.g. start_register = 80 (0050h) the conversion takes place with the following
approach:

start_register = 0050h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
start_register-offset_ DB_no. = 00h start_register-word-no. = 50h

®m Data block DB = Base-DB-Number + start _register-offset DB _no.
- Data block DB =800 + 0 = 800

® Data word DBW = start_register-word-no. x 2
- Data word DBW =80 x 2 = 160
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Further values

start_register

hex decimal
0000h 0
01FAh 500
0384h 900
03FFh 1023

offset_DB_no.

decimal
0

0
1
1

word_no.

hex

000h
1F4h
184h
1FFh

decimal
0

500
388

511

Modbus > Modbus Slave - Function codes

Base DB
number

decimal
800
800
800
800

DB

decimal
800
800
801
801

DBW

decimal
0

1000
776
1022
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7 Diagnostics and error behavior

7.1 Diagnostics functions overview

Overview The diagnostics functions enable you to quickly localize any errors, which occur.
The following diagnostics options are available:

Diagnostics via the CP-LEDs

Diagnostics via FB-STATUS (function blocks)

Diagnostics via diagnostic buffer of the CP

Diagnostics via diagnostics interrupt

Diagnosis via the CP-LEDs The CP-LEDs give you an initial overview of any internal or external errors as well as
interface-specific errors. More information about the LEDs and their function may be
found at "Hardware description" and at "Firmware update".

Diagnosis via STATUS of B The FB7-P_RCV_RKand FB 8 - P_SND_RK function blocks have a STATUS
FBs parameter for error diagnostics.

- Reading the STATUS output gives you information on errors, which have occurred
during communication.

- The STATUS output may be evaluated by the user program.
- The diagnostics events on STATUS are also entered in the diagnostics buffer of the

CP.
Diagnosis via diagnostic Every CP error is entered in the diagnostic buffer of the CP. In the same way as with
buffer of the CP the diagnostic buffer of the CPU, you can also use the PLC functions to display the

information of the CP diagnostic buffer.

An error message is only output if the ERROR bit (request completed with
ﬂl error) is set. In all other cases the STATUS word is zero.

Diagnostics via diagnostic B The CP can trigger a diagnostic interrupt on the CPU assigned to it. The CP provides
interrupt 4bytes of diagnostic information for the CPU.

- These data may be accessed by reading the diagnostics buffer of the CP respec-
tively by reacting with OB 82 on the diagnostics.

®  The diagnostics were also entered in the diagnostics buffer of the CP.
®  When a diagnostic interrupt event occurs, the red SF LED lights up.
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7.2 Diagnostics via FB STATUS

Overview ®  Each function block FB 7 - P_RCV_RK and FB 8 - P_SND_RK has a STATUS
parameter for error diagnostics.

B The STATUS message always has the same meaning, irrespective of which function

block is used.
The STATUS word has the following structure:
STATUS
Bit [15... 13| 12 8|7 0

reserved Event class Event number
(Error number)

Event classes and numbers The table below describes the various event classes and numbers:

Event class 00h "CP start-up"
Event class / number Description

00 03h PtP parameter accepted

00 04h Parameter already on CP (timers match)
00 07h Status transition CPU to STOP

00 08h Status transition CPU to RUN/START-UP

Event class 01h "Hardware fault on CP"
Event class / number Description

01 01h Fault while testing operating system EPROM of CP
Remedy: CP defective and must be replaced.

01 02h RAM test of CP faulty
Remedy: CP defective and must be replaced.

01 03h Request interface of CP defective
Remedy: CP defective and must be replaced.

01 10h Fault in CP firmware

Remedy: Switch CP off and on again. If necessary, replace CP.

Event class 02h "Initialization error”
Event class / number Description

02 OFh Invalid parameterization detected at start of parameterized communication. Interface could not
be parameterized. Please regard RK512 is not supported by the Yaskawa CP. This error mes-
sage is displayed as soon as RK512 is parameterized.

Remedy: Do not parameterize RK512. Correct the non-permissible parameterization and initi-
alize a start-up.

Event class 03h "Error parameterization of FBs" (not displayed in diagnostic buffer)
Event class / number Description

03 01h Invalid or no source/destination data type Invalid area (start address, length) DB invalid or no
DB (e.g. DB 0) or other data type invalid or missing.

Remedy: Check parameterization on CPU and CP and correct if necessary.

Event class 04h "CP detected error in data traffic CP - CPU"
Event class / number Description
04 03h Incorrect, unknown or illegal data type (e.g. wrong parameterization of FB)

Remedy: Check program for incorrect parameterization of the FB.
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Event class 04h "CP detected error in data traffic CP - CPU"

Event class / number
04 07h

04 08h

04 09h

04 OAh

Description
Error during data transmission between CPU and CP.

Remedy: If fault indication persists, check whether function blocks you have called in user
program are parameterized correctly.

If error is indicated immediately after PowerON, no connection has yet been set up to the CPU.
In the case of ASCII driver and 3964(R), the receiving CP re-attempts data transfer until the
data is transmitted to the CPU.

If fault indication is sporadic in the course of data transfer, the CPU is temporarily unable to
accept data. In the case of the ASCII driver and 3964(R) the receiving CP re-attempts data
transfer until the data is transmitted to the CPU.

Error during data transmission between CPU and CP (reception).

®m CPU is temporarily overloaded, request queued for repetition.
Remedy: Reduce number of communication calls.

B CPU data area temporarily unavailable for access, for example because receive block is
called too infrequently.

Remedy: Call the receive block more frequently.

m CPU data area temporarily unavailable for access, for example because receive block is
temporarily locked (EN = false).

Remedy: Check whether the receive block is disabled for too long.
Data cannot be received. Error during data transmission between CPU and CP (reception).
Request is canceled in 10s following multiple attempts, because:
® Receive block is not called.
Remedy: Check whether your user program runs the receive block.
m Receive block is disabled.
Remedy: Check whether the receive block is disabled.
m Access to CPU data area denied.
Remedy: check that the data area to which the data is to be transferred is available.
® CPU data area too short.
Remedy: Check the length of the data area.
Error during data transmission between CPU and CP.

Data transfer canceled by RESET because:

m Destination DB is not available
® Destination DB is too short
m RESET bit set at FB.

Remedy: Create destination DB in the user program or increase the length of the existing
destination DB, as applicable.

Event class 05h "error while processing CPU request"

Event class / number
05 01h

05 02h

05 14h

Description
Current request aborted as a result of CP restart.

Remedy: No remedy is possible at PowerON. When re-parameterization of the CP from the
programming device, before writing an interface you should ensure there are no more request
running from the CPU.

Request not permitted in this operating mode of CP (e.g. device interface not parameterized).

Remedy: Parameterize the device interface.

Specified start addresses too high for desired data type, or start address or DB/DX number too
low.

Remedy: Obtain from the request tables the permissible start addresses and DB/DX numbers
that can be specified in the program.
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Event class 05h "error while processing CPU request”

Event class / number
05 17h

05 18h

Description
Transmission length > 1kbyte too great for CP or too short for interface parameter.

Remedy: Split the request up into several shorter requests.
With Modbus Master only

Transmission length during transmission is too large (> 4kbytes) or transmission length for Send
is too small.

Remedy: Check the parameter LEN for SEND.

Event class 07h "Send error"

Event class / number
07 01h

07 02h

07 03h

07 04h

07 06h

Description
Transmission of the first repetition:

B An error was detected during transmission of the message frame.
B The partner requested a repetition by means of a negative acknowledgment code (NAK).

Remedy: A repetition is not an error, but it can be an indication that there are disturbances on
the transmission line or that the partner device is behaving incorrectly. If the message frame still
has not been transmitted after the maximum number of repetitions, an error number describing
the first error that occurred is output.

With 3964(R) only

Error during connection setup: after STX was send, NAK or any other code (except for DLE or
STX) was received.

Remedy: Check for malfunction at partner device, possible by using interface test device
switched into the transmission line.

With 3964(R) only

Acknowledgment delay time (ADT) exceeded: after STX was sent, no response came from
partner within acknowledgement delay time.

Remedy: Partner device is too slow or not ready to receive, or there is a break on the send line,
for example. Check for malfunction at partner device, possible by using interface test device
switched into the transmission line.

With 3964(R) only

Termination by partner: during current send operation, one or more characters were received by
partner.

Remedy: Check whether the partner is also showing an error, possible because not all trans-
mission data has arrived (e.g. due to break on line) or due to serious fault or because the
partner device has malfunctioned. If necessary, use an interface test device switched into the
transmission line for this purpose.

With 3964(R) only
Error at end of connection:

B Partner rejected message frame at end of connection with NAK or a random string (except
for DLE).

®  Acknowledgment code (DLE) received to early.

Remedy: Check whether the partner is also showing an error, possible because not all trans-
mission data has arrived (e.g. due to break on line) or due to serious faults or because the
partner device has malfunctioned. If necessary, use an interface test device switched into the
transmission line for this purpose.

HB130 | CP | 341-1CHO1 | en | 26-10 91



Diagnostics and error behavior System 300S

Diagnostics via FB STATUS

Event class 07h "Send error"

Event class / number
07 07h

07 08h

07 09h

07 OAh

Description
With 3964(R) only

Acknowledgment delay time exceeded at end of connection or response monitoring time
exceeded after send message frame.

After connection release with DLE ETX no response received from partner within acknowledg-
ment delay time.

Remedy: Partner device faulty or too slow. If necessary, use an interface test device switched
into the transmission line to check.

With ASCII driver only
The waiting time for XON respectively CTS = ON has elapsed.

Remedy: The communication partner has a fault, is too slow or is switched off-line. Check the
communication partner or, if necessary, change the parameterization.

Connection setup not possible. Number of permitted setup attempts exceeded.

Remedy: Check the interface cable or the transmission parameters. Also check that receive
function between CPU and CP is correctly parameterized at the partner device.

The data could not be transmitted. The permitted number of transfer attempts was exceeded.

Remedy: Check the interface cable or the transmission parameters.

Event class 08h "Receive error"

Event class / number
08 01h

08 02h

08 05h

08 06h

Description
Expectation of the first repetition:

An error was detected on receipt of a message frame, and the CP requests a repetition by
means of negative acknowledgment (NAK) at the partner.

Remedy: A repetition is not an error, but it can be an indication that there are disturbances on
the transmission line or that the partner device is behaving incorrectly. If the message frame still
has not been transmitted after the maximum number of repetitions, an error number describing
the first error that occurred is output.

With 3964(R) only
Error during connection setup:

® In idle mode, one or more random codes (other than NAK or STX) were received.
m After a STX was received, partner sent more codes without waiting for response DLE.

After the partner has signaled PowerON:
B While partner is being activated, CP receives an undefined code.

Remedy: Check for malfunction at partner device, possible by using interface test device
switched into the transmission line.

With 3964(R) only
Logical error during receiving:
After DLE was received, a further random code (other than DLE or ETX).

Remedy: Check whether partner DLE in message frame header and in data string is always in
duplicate or the connection is released with DLE ETX. Check for malfunction at partner device,
possible by using interface test device switched into the transmission line.

Character delay time (ZVZ) exceeded:
®  Two successive characters were not received within character delay time or
With 3964(R) only

m 1. character after sending of DLE during connection setup was not received within character
delay time.

Remedy: Partner device faulty or too slow. Use an interface test device switched into the
transmission line to check.
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Event class 08h "Receive error"

Event class / number
08 08h

08 0OAh

08 0Ch

08 0Dh

08 15h

08 16h

08 18h

08 30h

Description
With 3964(R) only

Error in block check character (BCC):

Internally calculated value of BCC does not match BCC does not match BCC received by
partner at end of connection.

Remedy: Check whether connection is badly damaged; in this case you may also occasionally
see error codes. Check for malfunction at partner device, possible by using interface test device
switched into the transmission line.

There is no free input buffer available.

Remedy: The FB P_RCV_RK must be called more frequently.
Transmission error:

B Transmission error (parity error-, stop bit error or overflow error) detected.
With 3964(R) only

m If faulty character is received in idle mode, the error is reported immediately so that distur-
bances on the transmission line can be detected early.

m |f this occurs during send or receive operation, repetitions are initiated.

Remedy: Disturbances on the transmission line cause message frame repetitions, thus lowering
user data throughput. Danger of an undetected error increase. Correct fault by changing system
setup or line installation. Check connecting cable of communications partner or check whether
both devices have same setting for baud rate, parity and number of stop bits.

BREAK
Receive line to partner is interrupted.
Remedy: reconnect or switch partner on again.

Check and change the connector pin assignment of the 2-wire receiving line R(A), R(B).
Discrepancy between settings for transfer attempts at CP a communication partner.

Remedy: Parameterize same number of transfer attempts at communication partner as at CP.
Check for malfunction at partner device, possible by using interface test device switched into the
transmission line.

® The length of a received message frame was longer than the length agreed upon.
Remedy: a correction is necessary at the partner.
B The length of the parameterized input buffer is too short.

Remedy: the length of the input buffer must be enlarged
With (Modbus) ASCII driver only

DSR = OFF or CTS = OFF

Remedy: The partner has switched the DSR or CTS signal to "OFF" before or during a transmis-
sion.

Check the partners control of the RS 232 secondary signals.
With Modbus Master only

A request message has been sent and the reply monitoring time has elapsed without the start of
a reply message being recognized.

Remedy: Check if transmission line is interrupted (interface analyzer may be required).

Check if the protocol parameters transmission rate, amount of data bits, parity, and amount of
stop bits have the same settings in CP and the link partner.

Check if the value for the reply monitoring time set with PtP_PARAM is big enough.

Check if the specified slave address exists.
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Event class 08h "Receive error"

Event class / number
08 31h

08 32h

08 33h

08 34h

Description
With Modbus Master RTU only

The first character in the reply message from the slave is different from the slave address sent in
the request message (for operating mode "normal").

Remedy: The wrong slave has replied.

Check if the transmission line is interrupted (interface analyzer may be required).
With Modbus Master only

Overflow of receive buffer in CP during reception of the reply message.

Remedy: Check protocol settings for the slave.
With Modbus Master ASCII only

A wrong start character was received. This was not a ":" (3Ah)

Remedy: Check protocol settings for the slave.
With Modbus Master ASCII only

A start character was received within a message. The first part of the message is discarded and
reception starts again with the second start character.

Remedy: Check if transmission line is interrupted. This does not in itself fail the send job. The
error only appears in the CP diagnostics buffer.

Event class 14 (OEh) "Loadable Driver - General Processing Errors <Processing of a BSEND Job>"

Event class / number
OE 31h

Description
With Modbus Slave only

TimeOut during data transfer to CPU.
Remedy: Check CP-CPU interface.

OE 38h With Modbus Slave only
Error occurred when accessing one of the CPU areas "memory bits", "outputs”, "timers", "coun-
ters", "inputs" with function codes FC 01 or FC 02: for example, input does not exist or read
attempt in excess of range end.
Remedy: Check if the addressed CPU area exists and whether an attempt was made to access
in excess of range end.

OE 39h With Modbus Slave only
Error occurred when accessing CPU area "data block" with function codes FC 02, 04, 06, 16:
Data blocks does not exist or is too short.
Remedy: Check if the addressed data block exists and that it is sufficiently long.

OE 40h With Modbus master only
Value specified for parameter LEN at SFB SEND too small.
Remedy: Minimum length is 2bytes.

OE 41h With Modbus master only
Value specified for parameter LEN at SFB SEND too small. A greater length is required for the
transferred function code.
Remedy: The minimum length for this function code is 6bytes.

OE 42h With Modbus master only
Transferred function code is illegal.
Remedy: The only function codes, which are permitted are those listed in the chapter "Function
codes". » ‘Modbus Master - Function codes’...page 59

94 HB130 | CP | 341-1CHO0O1 | en | 26-10



System 300S Diagnostics and error behavior

Diagnostics via FB STATUS

Event class 14 (OEh) "Loadable Driver - General Processing Errors <Processing of a BSEND Job>"
Event class / number Description
OE 43h With Modbus master only

Slave Address 0 (=Broadcast) not permitted with this function code.

Remedy: Only use slave Address 0 for the suitable function codes.
OE 44h With Modbus master only

The value of the transferred parameter "Amount of Bits" is not within the range 1...2040
(Modbus Master ASCII: 1...2008).

Remedy: Correct your source DB.
OE 45h With Modbus master only

The value of the transferred parameter "Amount of Registers" is not within range 1...127
(Modbus Master ASCII 1...125, with 32bit 1...62).

Remedy: Correct your source DB.
OE 46h With Modbus master only

Function codes 15 or 16: The value of the transferred parameters "Amount of Bits" and/or
"Amount of Registers" are not within the range 1...2040 and/or 1...127

(Modbus Master ASCII 1...1976 and/or 1...123, with 32bit 1..61).

Remedy: Correct your source DB.
OE 47h With Modbus master only

Function codes 15 or 16: The parameter LEN for SFB BSEND does not correspond to the
transferred parameters "Amount of Bits" and/or "Amount of Registers". Parameter LEN is too
small.

Remedy: Increase parameter LEN for SEND until a sufficient amount of user data is transferred
to the CP. A larger amount of user data must be transferred to the CP because of the "Amount
of Bits" and/or "Amount of Registers".

OE 48h With Modbus master only

Function code 5: The code specified in SEND source DB for "Set Bit" (FFOOh) or "Delete Bit"
(0000h) is wrong.

Remedy: The only permitted code is FFOOh or 0000h.
OE 4%9h With Modbus master only

Function code 08: The code specified in SEND source DB for "Diagnostic Code" is wrong.

Remedy: The only permitted code is "Diagnostic Code" 0000h.
OE 4Ah With Modbus master ASCII only

Access to 32bit registers is only allowed with FC 03, 06, 16.
Here bit 6 of FC in source DB is set.

Remedy: Correct your source DB.
OE 4Fh With Modbus master only

The R_TYP specified for SFB SEND RK is illegal with this driver.

Remedy: "X" has not to be entered as R_TYP.
OE 50h With Modbus master only

Slave address incorrect: The received slave address is different from the sent slave address.

Remedy: The wrong slave has replied. Check if the transmission line is interrupted (interface
analyzer may be required).
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Event class 14 (OEh) "Loadable Driver - General Processing Errors <Processing of a BSEND Job>"
Event class / number Description
OE 51h With Modbus master only

Function code incorrect: The function code received in the reply message is different from the
sent function code.

Remedy: Check slave device.
OE 52h With Modbus master only

Byte underflow: Amount of characters received is less than should have resulted from the byte
counter of the reply message or is less than expected with this function code.

Remedy: Check slave device.
OE 53h With Modbus master only

Byte overflow: Amount of characters received is more than should have resulted from the byte
counter of the reply message or is more than expected with this function code.

Remedy: Check slave device.
OE 54h With Modbus master only

Byte counter wrong: The byte counter received in the reply message is too small.

Remedy: Check slave device.
OE 55h With Modbus master only

The byte counter received in the reply message is wrong.

Remedy: Check slave device.
OE 56h With Modbus master only

Echo wrong: The data of the reply message (amount of bits, ...) echoed from the slave are
different from the data sent in the request message.

Remedy: Check slave device.
OE 57h With Modbus master only

CRC check incorrect (Modbus Master ASCII: LRC check incorrect): An error has occurred on
checking the CRC (LRC) checksum of the reply message from the slave.

Remedy: Check slave device.
OE 58h With Modbus master ASCII only

A received character within the reply message is not an ASCII character (0...9, A...F).

Remedy: Check slave device. Make sure it is in ASCII mode and not RTU.
OE 61h With Modbus master only

Reply message with Exception Code 01: lllegal Function

Remedy: See manual of slave device.
OE 62h With Modbus master only

Reply message with Exception Code 02: lllegal Data Address

Remedy: See manual of slave device.
OE 63h With Modbus master only

Reply message with Exception Code 03: lllegal Data Value

Remedy: See manual of slave device.
OE 64h With Modbus master only

Reply message with Exception Code 04: Failure in associated device

Remedy: See manual of slave device.
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Event class 14 (OEh) "Loadable Driver - General Processing Errors <Processing of a BSEND Job>"
Event class / number Description
OE 65h With Modbus master only

Reply message with Exception Code 05: Acknowledge

Remedy: See manual of slave device.
OE 66h With Modbus master only

Reply message with Exception Code 06: Busy, Rejected message
Remedy: See manual of slave device.

OE 67h With Modbus master only
Reply message with Exception Code 07: Negative Acknowledgment

Remedy: See manual of slave device.

Event class 30 (1Eh) "Error during communication between CP and CPU via backplane bus"
Event class / number Description

1E ODh Request aborted due to complete Restart or Reset.

1E OEh Static error when the SFC 59 "RD-REC" (Read Data).

Return value RET_VAL of SFC is available for evaluation in SFCERR variable in instance DB.

Remedy: Load SFCERR variable from instance DB.
1E OFh Static error when the SFC 58 "WD-REC" (Write Data).

Return value RET_VAL of SFC is available for evaluation in SFCERR variable in instance DB.

Remedy: Load SFCERR variable from instance DB.
1E 41h Number of bytes set in LEN parameter of FBs illegal

Remedy: Keep to the value range of 1 to 1024bytes.
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7.3  Diagnostics via diagnostic buffer

Overview The CP has its own diagnostic buffer. There all the diagnostic events of the CP are
entered in the order in which they occur.

The following errors may be reported:

Hardware respectively firmware errors
Initialization and parameterization errors

Errors during execution of a CPU request

Data transmission error (send and receive errors)

O — The diagnostic buffer is a ring buffer for a maximum of 9 diagnostic
entries.
ﬂ, - When the diagnostic buffer is full, the oldest entry is deleted when a

new entry is recorded.
— This means that the most recent entry is always the first.

— The contents of the diagnostic buffer are lost in the event of a Pow-
erOFF or when the CP is re-parameterized.

Reading the diagnostic Via the Siemens SIMATIC manager the contents of the diagnostic buffer of the CP may
buffer via PG be read by means of the PLC functions. The access takes place with the following
proceeding:

1. ) Start the Siemens SIMATIC manager with your project.
2. ) Select the station and open the hardware object via the hardware configurator.
3. ) Select the CP and choose ‘PLC — Module’
®» The "Module Information" dialog box of the CP appears.
4. ), Select the "Diagnostic Buffer" register.

» Here the most recent diagnostic events of the CP are displayed.

Diagnostic message ® Additional information on the cause of an error may be found at "Details". The event's
numeric code is displayed in the "Event ID" field. The initial F1C8h is always the
same.

® The rest of the ID code corresponds to event class and event number. = ‘Diagnostics
via FB STATUS'...page 89

® By clicking the [Help on Event] button the corresponding Remedy as described in the
table before is displayed. With the button [Update], diagnostics data of the CP were
refreshed.
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7.4  Diagnostics by diagnostics interrupt

Overview

Diagnostics interrupt

OB 82

Diagnostics information

The CP 341-1CHO01 can trigger a diagnostics alarm on the assign CPU, thus indicating a
malfunction of the CP. You can specify at parameterization whether the CP is to trigger
a diagnostics interrupt or not in the event of an error. As default Diagnostics interrupt is
deactivated.

At an activated interrupt the following events may release a diagnostics interrupt:

®  Wire break at RxD line
®  Error in parameterization

In the event of an error the CP provides diagnostics data on the backplane bus. These
were read by the CPU and entered to its diagnostics buffer. At any time the CPU diagnos-
tics buffer may be read with the PC by means of the PLC functions. When a diagnostics
interrupt occurs, the SF LED lights up and the OB 82 is called.

® As soon as an error occurs the OB 82 is called with the diagnostics data as start-up
information. Here you have the possibility to react on the diagnostics by means of a
corresponding programming.

® If you have no OB 82 programmed, the CPU automatically changes to STOP mode.

The CP provides 4byte of diagnostics information. Depending on the event the 4byte are
used as follows:

Event Byte O Byte 1 Byte 2 Byte 3
Wire break at RxD 25h 0Ch 02h 00h
Parameterization error 83h 0Ch 00h 00h
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